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1. INTRODUCTION

BACKGROUND

1.1. Paragraph 3.9 of IAEA Nuclear Security Series No. 20, Objective and Essential Elements
of a States”State’s Nuclear Security Regime [1] states-that:

“A nuclear security regime uses risk informed approaches, including in the allocatiop
of resources for nuclear security systems and nuclear security measures and in the

conduct of nuclear security related activities that are based on a graded approach and
defence in depth, which take into account the following:

(d) Potential harmful consequences from criminal or intentional unauthorized acts
involving or directed at puclear material, other radioactive material, associated

facilities, associated activities, sensitive information or sensitive information assets,

and other acts determined by the State to have an adverse impact on nuclear security.”
1.2. Paragraph 3.3 of Ref. [1] states-that:

“The legislative and regulatory framework, and associated administrative measures, to
govern the nuclear security regime:

(9) Provide for the establishment of regulations and requirements for protecting the
confidentiality of sensitive information and for protecting sensitive information assets.

radioactive material, associated facilities, associated activities, sensitive information

and sensitive information assets rests with the authorized persons.”

1.3. The need for protecting the confidentiality of information is identified in Fundamentg
Principle L of the Amendment to the Convention on the Physical Protection of Nuclear Materig

|
|
[8}-as-isFundamental-PrineipleL2] and in_Article 7 of the International Convention for the
Suppression of Acts of Nuclear Terrorism [S}-as-A+ticle7-3].
1.4. With regard to international cooperation and assistance, para. 3.6 of Ref. [1] states-that:

“A nuclear security regime provides for cooperation and assistance between and among
States, either directly or through the IAEA or other international organizations, by:

=

(e) Ensuring through appropriate arrangements that sensitive information or othg
information exchanged in confidence is adequately and appropriately protected.”

1.5. IAEA Nuclear Security Series NesNo. 13, Nuclear Security Recommendations oh
Physical Protection of Nuclear Material and Nuclear Facilities (INFCIRC/225/Revision
5) [314]; No. 14, Nuclear Security Recommendations on Radioactive Material an

Associated Facilities [45] and No. 15, Nuclear Security Recommendations on Nuclear an

Other Radioactive Material out of Regulatory Control [56] provide recommendations o

the protection of sensitive information.

1.6. Groups or individuals wishing to plan—er—commit a criminal or etherintentiongl
unauthorized act involving nuclear material-erand other radioactive material or associate

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

[
[
[
[
[
[
[ Formatted:
[
[
[
[
[

Font:

Italic

o A A N JU

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

Font:

Italic

Formatted:

[
[
[
[
[ Formatted:
[
[
[
[
[

Font:

Italic

U U

[ Formatted:

Font:

Italic




facilities and activities could benefit from acquiring, modifying or denying access to sensitive
information. Sensitive information is “information, in whatever form, including software, the
unauthorized disclosure, modification, alteration, destruction, or denial of use of which could
compromise nuclear security” [27].

1-8-Paragraph 1.3 of IAEA Nuclear Security Series No. 42-G, Computer Security for Nuclear
Security [68] states that:

1.7.“~— “The security of sensitive information and sensitive information assets implies<
protectlng the confidentiality, integrity and availability of such information and assets.”

1.9.1.8. Some sensitive information is created, controlled, stored, processed or communicated
through computer based systems (i.e. sensitive digital assets). Ref{6};Reference [8] provides
further guidance on addressing computer security utilizing a graded approach, based on the
severity of potential consequences-for-preteeting, to protect the confidentiality, integrity; and
availability of computer based systems!, the compromise of which could adversely affect
nuclear security or nuclear safety.

1.10-1.9. The terms used in this publication are to be understood as explained in the IAEA
Nuclear Safety and Security Glossary [27], unless otherwise stated in the text.

4-3%1.10. This publication supersedes IAEA Nuclear Security Series No. 23-G, Security of
Nuclear Information?.

OBJECTIVE

1.12-This publication provides guidance on applying the principles of information security
to support a State’s nuclear security regime.

1.13.1.11. Fhis-publicatien More specifically, it provides guidance on:

(a) Establishing effective state legislative, policy and regulatory frameworks for maintaining
the confidentiality, integrity and availability of sensitive information;

(b) Identifying and classifying sensitive information and related information assets;

(c) Information security measures for the life cycle of sensitive information;

(d) Establishing and  managing  an organization’s information  security

pregrammemanagement system.

1.14.1.12. A considerable amount of national and international guidance exists concerning the
establishment and management of information security measures for various types of
information. This publication does not intend to replace either high level guidance or detailed
standards. This publication complements existing regulations, guidance and standards on
information security by providing States with detailed information on concepts and

1 Ineluding-bethComputer based systems include information technology (1T), operational technology-(07);,
and other systems that create, provide access to, process, compute, communicate or store digital information, or
performsthat provide or control services involving such information. AdditionatlyReff12IAEA Nuclear Security
Series No. 17-T, Computer Security Techniques for Nuclear Facilities [9] provides further-censiderationguidance
on how Cenfidentiality-tntegrity;confidentiality, integrity and Avatlabilityavailability may be managed differently
based on the facility function being performed by a computer based system in a nuclear facility.

2 INTERNATIONAL ATOMIC ENERGY AGENCY, Security of Nuclear Information, IAEA Nuclear
Security Series No. 23-G, IAEA, Vienna (2015).
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considerations that apply to nuclear security, and by outlining the particular provisions and
conditions for information security within a nuclear security regime.

SCOPE

for nuclear security, and its interfaces with nuclear safety; such as the protection of nucleg
safety functions against criminal or intentional unauthorized acts (e.g. cyber-attack, inside
threat), and with other elements of a State’s nuclear security regime, such as the physicdl
protection of nuclear material and nuclear facilities, the security of radioactive material and
associated facilities and activities, and the detection of and response to nuclear security events.

1-15.1.13. This tmplementing-Guidepublication provides guidance on information security
r
r

1-16:1.14. This publication addresses the security of sensitive information for civil uses of
nuclear material, other radioactive material, and associated facilities and activities. It focuses
on sensitive information relating to the nuclear security of material and facilities that are under
regulatory control. Information within a nuclear security regime that is considered valuable
for the operations of the entity holding such information or for its finances, but that is not
considered sensitive in terms of nuclear security or its interfaces with nuclear safety, is outside
the scope of this publication.

1.17.1.15. The general guidance provided in this publication can be used, as applicable, to
sensitive information relating to nuclear and other radioactive material out of regulatory
control.

1-18:1.16. The intended audience for this publication is all those who are responsible for the
security of sensitive information, for example, competent authorities, including regulatory
bodies; management in facilities, companies or organizations involved in the use, storage or
transport of nuclear material-erand other radioactive material; response organizations fqr
nuclear or radiological emergencies;; facility operators and personnel;; designers;; vendo
and-in-particular; security personnel; contractors or other third parties working for competen)t
authorities, organizations or facility operators; or any other entities that have been given
legitimate access to sensitive information.

STRUCTURE

419.1.17. Section 2 introduces key terms and concepts for information security. Section 3
describes the elements necessary to build a framework for the security of sensitive information
within a State. Section 4 presents considerations for determining which information can be
considered sensitive information-and would-therefore needneeds to be managed as such.
Section 5 contains-considerationspresents a four-stage model for managing the sharing-anfl
diselosurelife cycle of sensitive information—Section—6_and describes the neecessary
aen—ensactlvmes to be undertaken at th&@@#ated—e#%ﬂa&ed—ee#@e&e#ﬁ—ae&hemy—fe;
man 5

n

topeach stage. Section

prowdes quldance on |nformat|on securlty manaqement systems Annex | provides a
example of a classification system for sensitive information. Annex Il provides examples of
sensitive information in a nuclear security context. Annex Ill presents an example of an
information security training programme. Annex IV shows how various information life cyclg
activities can be mapped to the model presented in Section 5.

2. INFORMATION SECURITY CONCEPTS

2.1. This section clarifies the meaning of important terms that are used in this publication. It
also indicates how the key concepts of information security are to be applied to the context of
nuclear security.



2.2. Information security is the preservation of the confidentiality®, integrity* and availability®
of information in any form.

2.3. Protection against adversary actions that could affect the confidentiality, integrity; or
availability of sensitive information should be ensured to maintain nuclear security and its
interfaces with nuclear safety, such as protection of sensitive information relied on by nuclear
safety systems, and measures for the correct performance of a nuclear security or nuclear
safety function.

24. A State'sState’s legislative, regulatory and policy frameworks (see Section 3) and the
information security management system® of a regulated entity or regulated competent
authority (see Section 6) should together form information security governance structures that
reflect the information security measures and activities necessary to support the nuclear
security regime and its interfaces with nuclear safety throughout the entire information life
cycle (see Section 5)-as). This is because some functions performed by an organization’ (e.g.
the safe operation of a nuclear facility) that are directly relevant to the State'sState’s nuclear
security® and nuclear safety® objectives rely upon the confidentiality, integrity and availability
of sensitive information, as illustrated in FigureFig. 1.

Attaining the State’s nuclear security and nuclear safety objectives

supports

requires

Securing Sensitive information in the State in accordance with its legislative and security
policy frameworks (see Section 3)

Information

f T T Security
. requires _ - -
— supports Governance
= Structures

Implementing an effective information security management system at the regulated
entity level to ensure the security of sensitive information (see Section 6)

— requlres - supports —
Preserving sat|sfactory performance of a regulated entity’s functions using sensitive information (see Sections 2, 4 ‘
and 5)

;req u |res/ ~ ] supports

‘ Maintaining the Confidentiality, Integrity and Availability of sensitive information as appropriate ‘

3 The property that information is not made available or disclosed to unauthorized individuals, entities or<

Formatted: Space Before: 0 pt, After: O pt, Line
processes [27].

spacing: single

4 The property of accuracy and completeness of information [27].

5 The property of being accessible and usable upon demand by an authorized entity [27].

5_The The term ‘information security management system’ is used throughout this publication, in line
with the terminology employed by the International Organlzatlon for Standardlzatlon (I1SO) and the

Internatlonal Electrotechnlcal Commlssmn (IEC)

y-in the ISO/IEC 27000 family
of standards{rlé]—whue—vaﬂeus 10 Som natlonal authorltles opt—for—informationuse the term

‘information security pregramme'programme’ to reflect this concept, in their regulatory frameworks. Formatted: Default Paragraph Font, Font: 11 pt,
"Ref. [129] uses the term “facility functions’ to describe the functions performed by a nuclear facility. English (United Kingdom)

8 For the purposes of this publication ‘nuclear securitysecurity” is to be interpreted as including nuclear
material accountancy and control.

9 For the purposes of this publication ‘nuclear safetysafety’ is to be interpreted as including emergency
preparedness and response.
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Attaining the State’s nuclear security and nuclear safety objectives

supports

requires

Securing sensitive information in the State in accordance with its legislative and security
policy frameworks (see Section 3)
. Information
_ requires . R security
S supports governgnce
- structufes
Implementing an effective information security management system at the regulated
entity level to ensure the security of sensitive information (see Section 6)
| requires | — supports —
Preserving satis;i';actory performance of a regulated entity’s functions using sensitive information (see Sectigns 2, 4 ‘
and 5)

/m' W

‘ Maintaining the confidentiality, integrity and availability of sensitive information as appropriate

FIG. 1. Relationship between the State’s nuclear security objectives, information security governance
structures and the confidentiality, integrity and availability of information (adapted from Ref. [68]).

ABSTRACTINFORMATION

2.5. Information eemprisesincludes facts, data, symbels—er—instructions—in-whatever—form
Information-canrepresentideas, concepts, events, processes, thoughts-and, patterns:, symboll
and instructions in any form. Information can be represented and communicated by almog
any means, but becomes meaningful and valuable only when placed within appropriat
context. Without—this—context, —information—remains—disconnectedfrom-—its—practicg

significance—and-—petential-implications—This distinction between eontextualisedcontextug
and abstract information is partieutarhy-crucial for the proper interpretation and-the applicatio

of information security.

n—o\U’

=0

_1|_

INFORMATION OBJECTS

2.6. An information object is “knowledge or data that have value to the organization” [27].
Information objects can be-tangible physical or digital collections of information on paper, 0

film, on magnetic or optical media, in charts, in documents, in executable softwar

executablesandfiles, or in any other ferms-and-channelsform or channel used for transferrin

information.

2.7. For seeuritythe purposes of security, effective management-ef-information managemert
and user convenience-to-the-users-and-handlers-of-information, information can be groupefl

into information objects. Information objects sharehave the following characteristics:

(&) The information within an information object shares certain properties, such as a commopn
usage, purpose—er, associated risk—and, or form of creation, processing, storage qr
transmission;

(b) The information object has sufficient context (i.e. includes information that supperi
identifying—itsallows its use and value)}that-is-sufficient- to be identified) to allow the
asseciated-information within it to be assessed;

(c) The information object can be labelled, enabling the application of targeted and specific
security controls apphied-to protect it proportionately. |

a’
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2.8. The distinction between ‘information’ and ‘information objects’ is important because it
might be difficult or less cost effective to manage information in a form in which it lacks clear
context and meaning. It is only when the information can be treated as an information object
(i.e. is tangible, can be labelled, and is-in-the-appropriatehas context—ean-be-viewed) that
targeted and specific measures for information management can be used. Information security
risks can arise when sensitive information without labels and without sufficient context is
shared by individuals who do not understand its potential value, for example when the
information is exchanged through casual conversations. In some cases, context can be inferred
when enough information is shared or obtained, even if the context is not explicitly provided.

INBPABUALS-AND-INFORMATION ASSETS AND INDIVIDUALS

2.9. Information assets are any equipment or components that are used to store, process,
control or transmit information-, including control systems, networks and information
systems. Information assets might contain one or more information objects, and/or multiple
pieces of information and might perform a function or contribute to a function utitizingthat
utilizes information or information objects.

2.10. Information assets;

actively facilitate the handling, management; and utlllzatlon of mformatlon objects through
various operations such as steringthe storage, processing, eentreHing;control or
transmittingtransmission of information;-ane-while. While many use digital technology, some
information assets perform these actions without digital technology (e.g. safes with
mechanical locks).

2.11. Individuals can perform actions relating to the storage, processing, control, transmission
or-proeessing-and subsequent wtitizatisruse of information contained in its abstract form, by
utilizing information objects or information assets. Individuals ardcan also use information
assets can-alse-interact-in-order-to view, act on, modify or create new information or represent
information in information objects.

FUNCTIONS AND INFORMATION

2.12. Decisions made and actions taken by individuals, on the basis of information in
whatever form, can have some significance for the functions performed relevant to nuclear
security. Raw signal information from sensors, information objects containing procedures and
set points, and information assets displaying this information will all contribute to decisions
made by individuals.

2.13. Figure 2 illustrates a conceptual model that begins with information on the left and
demonstrates its relationship to information objects, individuals and information assets,
individuals-and the functions performed. The diagram should be read from left to right,
following the arrows-te-indicate-that, It illustrates how information can be represented in
information objects, which are then used or processed by individuals and information assets;
whe-or-which that can take action to affect the functions performed or other information

produced.
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Abstract Represented Information Are used by, Individuals and Which take  Functions gnd

Information — ™ Objects processed by Information Assets action on Information
Unclear and Tangible and Actors on information Deliverautcomesland
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possible to label label or classify measures compromised
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Abstract Represented Information Are used by, Individuals and Which take  Functions gnd
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inherit context label or classify security measures compromised
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00000011 @
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| carry information

FIG. 2. Conceptual infermatien-model illustrating the relationship efbetween abstract information
te, information objects, information assets and the functions performed, with examples.

2.14. An adversary might seek to provoke a consequence by affecting the functions performed
in the final column of Fig. 2. The adversary ean-havemight achieve this-effect by acting oh
information, information objects, information assets or individuals relating to that specific
function. However, conventional information security measures can generally only be applied
to information objects, information assets: and individuals in an effort to protect the relevarlt
functions. Information security measures should be designed to protect information as
comprehensively as practicable in both its tangible and abstract forms. Abstract information
may regtireneed context (i.e. being interpreted as an information object) to determine its valu

and to implement targeted and specific information security measures—but. Howeve
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untargeted measures sueh-as(e.qg. training on information security;), should be applied; even
if technical eentrolsmeasures might not be effective.

2.15. FerWhen the information seeurity—for-nuclear—security—any—or-aH-of-the-entities—or
organizations-listed-below-can-attribute-a-different-value-tocontained in information objects
and information assets-when-the-information-they-contain contributes to the performance of

nuclear security related functions, a different value might be attributed to these objects and
assets by each of the entities and organizations listed below:

(&) The State;

(b) Other States;

(c) Competent authorities and regulatory authorities with functions relevant to nuclear
security;

(d) Technical support organizations;

(e) Facility operators;

(f) Third parties and entities in the supply chain (e.g. vendors, contractors, and-suppliers).

(g) Potential adversaries (e.g. individuals, organized entities);

(h) The media;

(i) The public.

2.16. Each entity or organization could have a different use (i.e. in relation to a function) and
perception of the value of information (e.g. the impact of potential consequences it relates to),
information objects and information assets. For instance, detailed information on the
configuration of a safety control system could be considered by the facility operator to be an
inconsequentialpart-of routine-operations:little value. To a potential adversary, however, such
information might be of high value as it could reveal a weakness or vulnerability that could
be exploited in the context of a criminal or ether-intentional unauthorized act. Information
should therefore be protected consistent with the highest impact and consequence.

2.17. H—is—impertantto—nete—thatanAn adversary could create or modify information,

information objects and information assets for criminal or other intentional unauthorized
purposes. The latter could include attacks that are specifically designed and executed to
mislead human or machine based decision making. This type of attack should be considered
when protecting information en-thethat is used as a basis ef-which-decisions—are-madefor

decision making.

SENSITIVE INFORMATION

2.18. Sensitive information can be used by an adversary in the conduct of criminal or
intentional unauthorized acts targeting nuclear material-ruclearfacilities;or other radioactive
material; and theiassociated facilities and activities. Such information can also be used to
undermine the detection of and response to nuclear security events, as well as to compromise
the security of nuclear material-orand other radioactive material during transport.

2.19. The information necessary for the performance of a function important to nuclear
security andor nuclear safety can be considered as sensitive. SeaserFor example, sensor values
that are used to ensure the nuclear safety function to control reactivity;foerexample- are likely
to be considered as sensitive information. Sensitive information eeule-also deseribeincludes
vulnerabllltles that an adversary could epr0|t to undermlne those functions. For example the

eewe.tted—usmglf a callbratlon table

—Wh+eh—ts—used—m—theuease—ef—mm&ple—senseps—that—sewe
differentpurposes—H-the-calibration-table- used to convert sensor values is modified, multiple
functions could be adversely affected,—which-means-that-the-senser-data. If there are high
consequences associated with some of these functions the sensor values, the calibration table,

12



the calibration algorithm, and any associated set points should be assessedconsidered as
sensitive information.

2.20. While confidentiality is often seen as the primary concern in relation to sensitive
information, loss of integrity or of availability can also have negative consequences for
nuclear security and nuclear safety’®. For example, if individuals or information assets do ndt
have timely access to the necessary sensitive information (i.e. a loss of availability), or if the
sensitive information has been modified in a way that misleads individuals or information
assets (i.e. a loss of integrity), it can prevent the individuals or information assets from
correctly performing their functions, and potentially lead to a nuclear security event or a
nuclear accident. In such cases the protection of integrity and availability mayshould b
prieritisedprioritized over confidentiality asif the potential consequences to nuclear securit
and nuclear safety may-beare greater.

2.21. The following are examples of sensitive information in nuclear safety and security:

(a) Information relating to the control of important physical processes relevant to nuclear
security and its interfaces with nuclear safety;

(b) Descriptions of nuclear security arrangements at a facility (e.g. physical protection,
information security, insider threat mitigation, incident response arrangements);

(c) Software applications or communications (e.g. network communications, process
signalling) important to the performance of nuclear security and nuclear safety functions;

(d) Details on the location or the transport of nuclear material erand other radioactive materia’;

(e) Information concerning vulnerabilities in arrangements at ports and airports for the detection
of material out of regulatory control;

(f) Details of an organization’s personnel with authorized access to nuclear or radioactive
materials;

(g) Details of essential equipment and systems;

(h) Details of a weakness in a system of minor importance that would indicate the presence of
the same weakness in a system of greater importance for safety or security.

2.22. Identifying which information can be considered “sensitive’sensitive is a key step iL
establishing and managing an information security management system in order to ensure the
confidentiality, integrity and availability of sensitive information. Guidance on assessing and
classifying sensitive information is provided in Section 4, and illustrative examples are
provided in Annex II.

2.23. Maintaining the confidentiality, integrity and availability of sensitive information is
crucial because having easy access to inadequately secured information, or being able to easily
modify such information, can facilitate the efforts of adversaries to plan or commit criminal
or ether-intentional unauthorized acts. If, for example, an adversary attempting the theft df
nuclear or other radioactive material acquires the security plan of a facility, the adversa
could gain knowledge of physical protection barriers, the presence of guards and whether
guardsthey are armed, the size of the response force and the estimated time that it would tak|
the response force to arrive on-site. Fhis-sameThe security plan would might also indicate th
location of important targets within the facility and the established security measures to
protect such targets.

2.24. Similarly, an adversary seeking to commit an act of sabotage could attempt to modify
or deny access to information that is essential for the timely performance of a nuclear safety

10 Authenticity and non-repudiation may also be considered. These properties are sometimes considered
components of integrity but can also be treated as distinct information security objectives that strengthen overall
information security.
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function, which would allow the adversary to more effectively plan the attack. Therefore, the
compromise of sensitive information by an adversary increases the likelihood that the
adversary can negatively impact functions important to nuclear security and nuclear safety.

2.25. The conceptual nfermation-model illustrated in FigureFig. 2 is applicable to sensitive
information and supports the identification of opportunities to maintain the confidentiality,
integrity and availability of sensitive information through the application of information
security measures.

2.26. Access to sensitive information, sensitive information objects and sensitive information
assets should be restricted to those individuals who have a genuine need for this access for
the performance of their work. The dissemination of sensitive information should thus be
limited to authorized individuals and sensitive information assets on a ‘need to know’ basis.
SuehAuthorized individuals should be identified and authenticated, with-and lists should be
maintained Hsts-documenting all persens—grantedthose individuals with the rights to access
privilegessensitive information.

2.27. The ‘need to know’ and ‘least privilege’-(i-e—the-minimum-level ofaccess-to-perform
the-funetion)!! principles should be used to guide management and control of access rights to
sensitive information. The risks associated with information security are more enhanced when
sensitive information is shared by individuals who do not understand the potential value of
the information.

2.28. Maintaining the confidentiality, integrity and availability of sensitive information to
protect against adversary actions relies on the application of security measures to selected
sensitive information objects and sensitive information assets, with varying degrees of
stringency. These measures should be tailored, using a graded approach, to the severity of the
consequences resulting from the compromise of the information-and. The measures should be
re-evaluated if a previously unknown consequence comes to Ilght as '[hIS could S|gn|f|cantly
amplify the impact. g
seequeasu%es%ha{sheuld—beﬂapphedﬁSpemflc gwdance on measures to protect agalnst
internal adversaries can be found in IAEA Nuclear Security Series No. 8-G (Rev. 1),
Preventive and Protective Measures against Insider Threats [#11].

INFORMATION SECURITY OF SENSITIVE INFORMATION

2.29. Information security for nuclear security, at a minimum, covers the security of sensitive
information held, processed and communicated by authorized individuals and sensitive
information assets, and the detection of and response to unauthorized access including:

(a) Security of sensitive information objects (e.g. records of sensitive information on paper
and electronic media).

(b) Security of sensitive information assets (e.g. information storage and processing
equipment). Figure 3 depicts all the information and computer based systems within a State
and how they relate to one another. The area referred-tomarked as < digital assets”assets’
in FigureFig. 3 is where sensitiveinformation and information assets intersect with
computer based systems. This area is the domain of computer security. Computer security
is a particular aspect of information security that is concerned the protection of computer
based systems against compromise. Additional guidance on computer security for nuclear
security can be found in Ref. [6].

11 The principle of least privilege dictates that individuals and information assets only have the level of access
they need to perform the necessary function.
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FIG. 3. infermationRelationship between the information and computer based systems in the State anfl

in the nuclear security regime (adapted from Ref. [68]).

2.30. The choice of suitable security measures should be made on the basis of a risk analysis,
apphying-the-necessary-measuresto-redueereducing risks to an acceptabl
level. The State or-other competent authority should ensure that the risk analysis is kept up t
date through a process of periodic reviewsreview, as part of anthe information securit
management system. This process ensures that security measures remain effective and
relevant, and that such measures are adapted to changes in risk and aligned with a graded
approach to protecting against the consequences of compromise.

with the objective of i

2.31. Security measures should protect the confidentiality, integrity and availability of
sensitive information throughout the entire information life cycle, as described in Section 5.
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2.32. Information security measures for confidentiality will often differ from those for

integrity;-as-wel-asthesefor-avaitabHity—tnformation.and may be in conflict with information
security measures for availability ean-at-times-be-in-conflictwith-thesefor-confidentiality,
unless these-measuresthey are carefully designed to work together.

2.33. Information security activities should be conducted in accordance with the State’s
overall legislative, regulatory and policy framewerkframeworks for securing sensitive
information, and understood in the context of the owverall nuclear security framework
including other security domains, such as physical protection and personnel security since all
these domains are interdependent. For example, physical protection measures can be used to
protect sensitive information objects and sensitive information assets {e.g-—computer-based
systems)—that—eanthat contain sensitive information relating to other physical security
measures (e.g. access control databases, site security plans).

2.34. Gaps or deficiencies in one security domain can affect the security of other domains,
and-so it is essential to adopt a comprehensive approach that considers all these-domains.
Legislative, regulatory and policy frameworks for securing sensitive information should also
consider the need to take into account other objectives;-sueh-as-eperational-objectives (e.q.
relating to operation, transparency and safety) and_should provide adequate measures to do
S0.

3. LEGISLATIVE, REGULATORY AND POLICY FRAMEWORKS
FOR SECURING SENSITIVE INFORMATION

3.1. Effective legislative, regulatory and policy frameworks at the national level are necessary
to ensure comprehensive, consistent and coordinated information security measures across all
facilities, sites and organizations — both governmental and non-governmental — that are
handhinghandle sensitive information. Such frameworks should also ensure the
criminalization of related offences. When creating security frameworks specific to the nuclear
regime, the State should establish the following:

(a) Provisions for describing the responsibility of the State for information security;
(b) A legislative framework covering information security for sensitive information;

{e)—An information security policy framework, including guidance and classification schemes
for information security.

3:2.(c) An-infermation-security-pehiey-framework This is a structured system that defines how- Formatted: List of items, Indent: Left: 0", Hanging:

policies, procedures; and guidelines are formed to govern how sensitive information is 0.3", Numbered + Level: 1 + Numbering Style: a, b, , ...
protected and managed across a nuclear security regime. , + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"
COMPETENT AUTHORITY FOR INFORMATION SECURITY IN THE NUCLEAR [Formatted: English (United Kingdom)

SECURITY REGIME

3-3:3.2. States typically have gevernmentgovernmental organizations or agencies that are
responsible for overall national security (hereafter referred to as ‘national security
authorities’). National security authorities have the responsibility of defining the State’s
information security policy framework, which includes all aspects relating to information
security. The security policies and instructions issued by the national security authorities are
often general in nature, covering broad applications (e.g. government information) and_are
not specifically designed for nuclear security.

34.3.3. The State should therefore designate one or more competent authorities for
information security (hereafter the ‘competent authority for information security’), with
responsibility for oversight and enforcement of information security laws and regulations as
applied to the nuclear security regime. IAEA Nuclear Security Series No. 29-G, Developing
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Regulations and Associated Administrative Measures for Nuclear Security; [12], provid
more information on such responsibilities{10}..

3-5:3.4. In-the-case-thatlf there is more than one competent authority for information securit]
in relation to the nuclear security regime, or thatif the competent authority for informatio
security differs from the competent authority responsible for nuclear security, the State should
establish and maintain an appropriate coordinating body or mechanism to ensure clarity in the
responsibility and accountability of these authorities, for every aspect of information security.

3.6:3.5. FheState—can—choose—to—implement—anlf a State’s information security polic
framework that—r&net—lmnted—t&extends bevond the scope of the nuclear securlty reglme Wil

eases—the competent authorlty for information securlty should ensure that the—mfermaﬂe
seeurity—pehiey framework is sufficient for nuclear security. If the framework does ng
adequately address nuclear security, the-Stateit should supplement-the-information-securit

be supplemented with the necessary requirements, in a manner that i
coherent with the nuclear security regime.

y
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FIG. 4. The relationship between the State and entities relevant to the nuclear
security regime for the purposes of information security (adapted from Ref. [68]).

3.7:3.6. Figure 4 provides an illustration of the erganizatiensrelationship between entities that
could have an impact on the security of sensitive information in the nuclear security regime.
The figure Hlustrates-a-petentialshows the possible relationship between the provisions of the
State’s legislative framework and information security policy framework and relevant entities,
comprising competent authorities, regulated entities'? and third parties (e.g. vendors-ané,
technical support erganisationsorganizations). Information security policies established
within each organization should be developed in accordance with the State’s legislative
framework and information security policy framework.

LEGISLATIVE AND REGULATORY CONSIDERATIONS

3-8-3.7. The State should identify and ensure the coordination of all organizations havingthat
have a role in the nuclear security regime;-deseribed-in-this-publication-as_(i.e. competent
authorities, regulated entities; and third parties:). The competent authority for information
security should create a regulatory framework that enables oversight of the adherence by
regulated entmes to the State’s legislative framework and mformatlon securlty pollcy

3-9.3.8. Regulated entities may include al-erganizationsany organization that dealdeals with
matters identified by the State as being necessary to maintain information security within the
nuclear security regime. A State could require any entity that holds and processes sensitive
information, including providers of commercial goods and services and other competent
authorities, to fall within the category of regulated entities and therefore be subject to direct
regulatory requirements relating to information security (regulated entities and regulated

competent authorities are hereafter referred to collectively as ‘regulated entities’).
Alternatively, a State could ereateestablish separate information security requirements for
competent authorities holdingthat hold and preeessingprocess sensitive information-te-fotlow.

12 For the purposes of this publication, ‘requlated entities’ are those entities that have access to sensitive
information within the nuclear security regime.
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3-10-3.9. Some third parties reverdo not retain sensitive information, but they could still have
an impact on the security of sensitive information. SuehFor example, an equipment venddr
might provide technical equipment (e.g. document safes, computer based systems, securit]
equipment) that processes or stores sensitive information to a nuclear power plant operator.
Although these third parties eeuld-beare relevant entities-but, they might not fall into the
category of regulated entities. Fhese-entitiesThey should therefore be the-subject efto controls
in order to marntarn adherence to the regulatlons outlrned in the information securrty polrcy
framework 4 v

relevant reqmrements for sueh—ergamzauens hese thlrd Qartle and for thelr products g
services, could be defined directly or through contractual agreements, eperating-within th

overall legislative framework.

3-414.3.10. The State should establish specific provisions within its legislative framework to
accommodate legitimate law enforcement activities while maintaining appropriate
governance over sensitive information. For international contractors who hold sensitive
information but are outside of the national legislative framework, the State should
nevertheless ensure that they are subject to controls, through the contracts they sign.
Alternatively, the State could demand that international contractors maintain a local presencd,
so that they have to adhere to the national legislative framework.

3-13.3.11. Legislation should also be established to define the competent authorities in-chargp
of-controtingfor information security and the sanctions-erpunishmentpenalties that will b
applied to individuals or organizations that breach information security. This legislation ottt
have-sections-thatshould define the severity of, and the corresponding sarctienspenalties fof,
specific types of breach—fer—example (e.g. in relation to confidentiality, integrity; dr
availability of sensitive information, sensitive information objects and sensitive information
assets:).

3-34-3.12. The reporting of information security incidents to the competent authorities should
be mandatory, and laws or regulations should specify sanctions-er-penalties for failure to make
such reports within the defined timeframestime frame.

3-15:3.13. FheCompetent authorities should have regulatory powers-ef-competent-authoritieg,
established through the legislative framework, sheuld—allow—the—authorities—to placg
obligations on the holders of sensitive information. Laws enacted for this purpose should
enable-sanetions—orpunishmentimpose penalties for_the unauthorized disclosure, storagd,
modification or falsification of sensitive information. The legislation should also mandat
thespecific State ministries, departments, agencies and other erganizations-that-areentities t
provide the competent authorities with the necessary-support-enabling-the-latter they need i
fulfil-the-ebligation-of-ensuringensure the security of sensitive information.

3-16.3.14. FheWhen establishing laws on the definition and implementation of informatio
security as it relates to nuclear security, the State should consider alignment with other law

h
3
and wrth |nternat|onal Iegal |nstruments{eg—eenvenaens such as Re#s—Eg}Eg]a-whﬂeeeﬁmﬂa
b

OO @

#euﬂd-mJEheLthe foIIowmg
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(a) Laws concerning information and computer offences;

(b) Laws on terrorism;

(c) Laws on the protection of critical national infrastructure;
(d) Laws mandatingon the disclosure of information;

(e) Laws on privacy and the handling of personal information;

(f) International instruments—{e-g—conventions—ultHateral-and-bilateral-agreements): (e.qg.

Refs [2, 3]);

(q) International multilateral and bilateral agreements.

ROLES AND RESPONSIBILITIES FOR INFORMATION SECURITY

3-47.3.15. The State should identify all regulated entities with roles and responsibilities
relating to information security in the nuclear security regime. The State should ensure that
each identified entity has defined and assigned responsibilities, appropriate authority and falls
under the oversight of the competent authority for information security in the nuclear security
regime.

3-18.3.16. The State should require the identified regulated entities to develop and implement
information security measures in accordance with the legislative framework and the
information security policy framework. All personnel of regulated entities should be fully
aware of the need for information security and should adhere to their organizations’
information security policies and subordinate procedures.

319.3.17. The State should ensure that sufficient financial, human and technical resources are
available to the competent authorities so that they can effectively-fulfil their responsibilities in
correctly implementing the legislative framework and the information security policy
framework relating to information security in the State’s nuclear security regime.

3.20-3.18. Regulated entities engaging third parties are responsible for developing contractual
requirements for maintaining information security in adherence to the State’s information
security policy framework, and for monitoring and evaluating the performance of the third
parties to ensure compliance with the contractual requirements. In addition, the State could
assign information security responsibilities and establish information security and
trustworthiness requirements for third parties, in accordance with the information security
policy framework, so as to ensure preservation of the confidentiality, integrity and availability
of sensitive information.

3:213.19. Many regulated entities wil—operate within an international marketplace
WheFemwhere goods and serwces are supplled from vendors and contractors from other

could result in sensmve mformatlon bemg avmg to be sent outsnde~94E the jurlsdlctlon of the
originating State’s legislative framework and information security policy framework. As
suehs;In turn, this might undermine enforcement actions relating to breaches of security

requirements; or the control of legal authorization to access information,—eould—be
undermined., To address such issues, States—ean—fermthe State could sign reciprocal
agreements with other States to protect ether-States’each other’s classified information under
their own security policy framewerkframeworks. The content of these agreements could differ
from one State to another. Under these circumstances, it might be necessary within-the-State’s
information—seeurity—poliey—frameworkfor the State to place greater emphasis on the
robustness of the operator’s contractual requirements, controls and assurance arrangements-
within its information security policy framework. Other laws or requirements, such as
requirements for data sovereignty, originating from outside the nuclear security regime, could
also apply to the regulated entity.
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INTERFACES ©NOF INFORMATION SECURITY WITH OTHER DOMAINS

3:22.3.20. The State should ensure efficient functioning and—perfermance—of interfaces
between information security and other elements of aState’sthe national nuclear security
regime, such as the physical protection of nuclear material and nuclear facilities, the security
of radioactive material and associated facilities and activities, as well as the detection of and
response to nuclear security events, and related aspects of nuclear safety. This-may-tnckidp
providingThe State should provide guidance on, or requirements for—the—methods—gf
coerdination:, how to coordinate such interfaces. Actions eeutd-might need to be neeessas
on-the-part-of-the-State-taken that are outside the scope of information security—{e-g-, fq

example placing requirements on information generated within other domains or aceeptinf

to-apphyapplying the disclosure requirements of other domains,—sueh-as—provisions—_(e.q.

related to freedom of information,-en) to information security-.

="

3-23.3.21. The State should ensure that the information security policy framework defines thg
interfaces between information security and all other relevant domains to ensure that all
respective competent authorities are considered, as appropriate, including regulatory
authorities, coordinating bodies or mechanisms, law enforcement, response organizations for
nuclear or radiological emergencies, customs and border control, intelligence and security
agencies, and health and environment agencies.

IMPLEMENTATION OF THE STATE’S INFORMATION SECURITY POLICY
FRAMEWORK

3.24.3.22. The State’s information security policy framework should define criteria necessar
to identify the information that the State wishes to protect and should indicate how sensitive
information is to be protected. The framework generaly-setsshould set out security guidanck
that has been compiled by the State’s competent authority for information security, or by
another appropriate authority. It is possible that the State’s information security policy
framework does not make any direct mention of sensitive information for nuclear security.
The guidance should, however, specify different classes of |nformat|on4mé«ea%mg—éht
information’s according to its level of sensitivity, and heneeindicate the level of protection t
be applied, as well as how the information should be labelled to ensure that the level of
sensitivity is evident. The State could, for example, establish a graded scale for the labelling
of sensitive information in accordance with the level of protection to be provided.

3.25.3.23. Detailed policy—and—guidance on how to implement—therequirements—of the
information security policy framework in the nuclear security regime should be developed by
the competent authority for information security, in close liaison with the national securi
authorities and in consultation with the users of sensitive information within regulated entitie]
of-the-nuclearseeurity-regime.. This type of guidance should typicathycover how to defin
what constitutes sensitive information, sheuldhow to divide the types-ef-information +
series—of related—topies;classes (see Section 4), and sheuld—indicatehow to ascertain th
importance of a particular piece of information, and thus its sensitivity and the degree of
protection to be applied.

3-26.3.24. At the regulated entity and competent authority level, the importance of specific
information can be indicated in an information security management system, which should
also describe how sensitive information is to be protected in compliance with the information
security policy framework and legislative framework (see Section 6 for additional
information).
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RISK MANAGEMENT

327:3.25. The State’s information security policy framework, or the more detailed nuclear
seeurity-guidance, should identify clearly the regulated entities within the nuclear security
regime that have delegated-responsibility for analyzingrisks;-analysing and managing risks
and definingfor establishing rules for the protection of sensitive information throughout its
lifeeyelelife cycle (see Section 5), as well as the regulated entities that are-reguiredhave to
follow the—definedthese rules through an information security management system (see
Section 6). This delineation can allow some regulated entities more freedom to adjust the rules
in accordance with local circumstances. For example, the State’s competent authority for
information security might operate a State-level information security management system to
develop and issue detailed and-randatory-information eencerning-seeuriy—on mandatory
measures that-are-specific-tofor the security of sensitive information in the nuclear security
regime. Alternatively, the State’s competent authority for information security could delegate
thisthe responsibility for identifying appropriate measures to a regulated entitiesentity that
demenstratedemonstrates sufficient competence, along with the authority to manage certain
risks locally with consideration of the national threat assessment or design basis threat. This
attherizationdelegation should—atways be in compliance with the State’s legislative
framework, information security policy framework, and other elements of athe State’s nuclear
security regime (sueh-ase.g. a decision made in coordination with the competent authority for
computer security takingshould take into account any impacts on the State’s computer security
strategy, see Ref. [6})8]) thus ensuring a harmonized approach to risk management across the
nuclear security regime.

3.28.3.26. The competent authority for information security should also cooperate closely
with the other competent authorities in the nuclear security regime and with the national
security authorities in order to devise the national threat assessment or design basis threat. For
more information on this subject, see IAEA Nuclear Security Series No. 10-G (Rev. 1),
National Nuclear Threat Assessment, Design Basis Threats and Representative Threat
Statements [+113].

SECURITY POLICIES AND MANAGEMENT SYSTEM AT THE ORGANIZATION LEVEL

3-29.3.27. Each regulated entity and competent authority that handles sensitive information
should eempiedevelop its own information security policy and information security
management system, on the basis of decumented-expectations-fremguidance provided by the
competent autheritiesauthority for information security, so as to comply with the State’s
information security policy framework and legislative framework. The policy should be
communicated to intended users in a-form-thatisrelevantan accessible and understandable
way. Section 6 contains additional guidance on establishing an information security
management system.

3-30-3.28. The competent authority for information security eeuld-designateshould indicate
national or international standards that may be adopted by regulated entities to demonstrate
compliance with elements of the State’s information security policy framework and legislative
framework. These standards may be used to guide the development of the regulated entities’
information security policy and information security management system.

4.  IMPACT ASSESSMENT AND CLASSIFICATION
OF SENSITIVE INFORMATION

4.1. Implementing information security management systems and associated measures
involves both resources and time. It is not feasible to ensure that all the information (with-an
emphasis-enin particular information objects and information assets) at a regulated entity is
protected in the same manner. A risk-informed, graded approach should therefore be used to
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protect sensitive information in a manner that is proportionate to the level of sensitivity and
the assessed risks of compromise. dentifyinglt is therefore important to identify which
information is sensitive-information-is-thus-impertantas-is-determining-the-degree, its levdl
of sensitivity of-this-sensitive-trfermation-and the specific risks associated with this-sensitivp
rermatient,

4.2. The competent authority for information security should specify how to determine which
information; relating to nuclear materiakand other radioactive material; and associateE
facilities and activities; constitutes sensitive information, and how this information should b
classified on the basis of the following criteria:

(a) The impact of and potential harmful consequences arising from the direct compromise of
the information’s confidentiality, integrity or availability, which can be determined by
considering the information’s significance to functions that are important to nuclear
security and nuclear safety, and its potential value to adversaries seeking to compromise
these functions;

The impact of and potential harmful consequences arising from the compromise of the
information’s integrity or availability-on-the-consequences-of, in relation to decisions madk
on the basis of the information, considering that the information may be targeted bg

(b

~

adversaries withinas part of an attack designed-and-executed to mislead human or machin
based decision making.

4.3. Information eanshould thus be classified using a graded approach, and a classificatiop
scheme mayshould be developed and applied within regulated entities. The greater the impact;
on safety or security, for example, the higher the classification of the information and the
more stringent the information security requirements should be.

4.4. Some information that is not considered to be sensitive by the nuclear security regime

could be con5|dered sensmve for other reasons—Regalated—enﬂﬂes—Fmght—need—te%embme—

seas%w&mﬁenmﬂen-{eug ( 0. the rellablllty of electr|C|ty generatlon by a nuclear powe

plant, nuclear safeguards, privacy related regulations). Regulated entities might need to tak

D — R~ W

these factors into account in identifying sensitive information.

4.5. The competent authority for information security should specify hew-who is responsible
for the classification respensibilities-are-assignedof sensitive information, either threughin the
information security policy framework, within-a-competent-autherity-orregulated-entities’in

the information security management system of the competent authority or regulated entitieg,

or through-a-combination-of-both.
SCALE OF IMPACT FOR SENSITIVE INFORMATION

4.6. The State might find it helpful to establish a common scale of impact and classification
scheme—As, an example of which is shown in Fig. 5—informatien. Information security
requirements can then be developed using a graded approach, in proportion to the severity of
the consequences of compromise of a function arising from the loss of confidentiality,
integrity or availability of the information.
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FIG. 5. Example common scale of impact and a graded approach to protecting sensitive
information (adapted from Ref. [68])%.

CLASSIFICATION OF SENSITIVE INFORMATION
4.7. Figure 5 shows a continuous scale for the classification of sensitive information. The

State could divide this scale further into discrete levels of impact to produce a practical scheme
for the classification of sensitive information. The following considerations could assist States

13 Eig-Figure 5 relates to sensitive information-that-may, the compromise of which might have an impact in
relation-te-on the nuclear security regime. H-is-acknowledged-that-etherOther information (recorded-as“no-impaet”
above)-will-is likely to be held—where-the-impact that, if compromised, will not affect nuclear security or i’sits
interfaces with nuclear safety thus(indicated as ‘no impact’ in Fig. 5). The information security requirements ane
tmpaetfor such information are considered outside the scope of this decurmentpublication.
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in selecting the number of impact levels and the corresponding information security
classifications:

4.8. When designing and implementing the classification scheme, a balance should be
achieved between the need for i i
classificationcompleteness and the need for a-practical-sehemepracticality. The classificatio
scheme should be accompanied by effective guidance that allows personnel in the nuclear
security regime to easily understand and use the scheme. Fhis\When developing such guidance
may-consider-the following factersmight be taken into consideration:

@

(b)

(©

(d)

)

®

(9)

(a) Very complex classification systems eould—containwith many levels andmight
become cumbersomepreving and prove to be impractical.

(b) Very simple systems might not provide sufficiently precise classifications.

(c) OverclassificationOverclassification (i.e. requiring more stringent security than i
necessary) can lead to unnecessary additional expense for regulated entities and
conflict ~with  pelicies—for——transparency __ policies, whereas  undei-
classificationunderclassification (i.e. requiring less stringent security than is
necessary) can put sensitive information at an unacceptable risk of compromise.

h
h

Specificconsideration-should-be-givento-theThe accumulation of information, and logical
or physical points of aggregation—(e.g.. For example, collections of non-sensitivp
information objects could become sensitive information objects if the relationship between
the non-sensitive information objects provides additional context andfor an adversary. In
this case, the non-sensitive information objects may be managed as sensitive information).

Large collections of sensitive information represented in one information object or stored
in an information asset could warrant a more stringent classification and more stringert
associated requirements than when the sensitive information is classified individually.

AnThe compromise of information compremise-at a regulated entity could affect othdr
entities and the functions they perform, having a broader impactsimpact on the nuclegr
security regime.

The usefulness of specific information to an adversary might not be clear to the
individual(s) assessing the information.

The value of information can often be complex to determine, it
to-these—tasked-with-assessing-the—valde-and multiple individuals may have differin

perceptions of the value. It can also be difficult to identify the most appropriate individuals
to determine the classification of information but methods to identify this may be provided
in guidance (e.g. through understanding the relationship to functions and consequences as
described in Section 2).

Labelling and classification schemes have long existed to assess the confidentiality of
information, but these schemes may not have considered the loss of integrity and
availability of information (e.g. the classification ‘secret’ is commonly used for
confidentiality schemes, and might not be recognized by some schemes, or personnel
implementing them, as being applicable to the integrity and availability of information).

The information security policy framework_for implementing a classification schemp
should consider the practicalities of labelling information objects (including through
metadata). Consideration should also be given to the practicalities of enforcing restrictions
on the processing of labelled information objects by information assets as well as how
associated requirements will be implemented in computer security measures (see Ref.

[es]); |
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(h) Guidance may be more effective if targeted at the classification and protection of
information objects and information assets, as the value of the sensitive information
represented or contained within them will be more apparent (see_para. 2.8);

(i) The need for classifying certain information objects and information assets may change
evertimeover time as the understanding of threat capabilities and the consequences that
could-bereakised-evolve (e.g. through a periodically updated threat and risk assessment).

(i) Information that has been identified as sensitive but has not yet been classified should

initially be managed using a conservative approach forthe-elassification-in order to prevent
inappropriate sharing and disclosure of information.

4.9. A possible classification scheme for sensitive information, with classes that indicate the
level of confidentiality of particular information objects, could be determined and could

contain the following levels-er-ethers-as-defined-by-the-State, in descending order*:

{a)(1) Secret; N [Formatted: Bullets and Numbering

{b}(2) Confidential;
{€)(3) Restricted.

4.10. PreteetingThe protection of sensitive information depends on themaintaining a balance
between availability, integrity erand confidentiality that is necessary to ensure that the
function is protected from the consequences of compromise. For example, measures that

} to protect the availability of information could be

previde—proteetion—n—relation—oin
differentdiffer from those that-previde-protection-inrelation-to protect the confidentiality of
information.

4.11. Classification schemes for sensitive information have traditionally been designed in
response to the potential impaetsimpact of a loss of confidentiality. A classification scheme
developed to focus on the confidentiality, integrity and availability of sensitive information
could adopt one or a combination of the following eptiersapproaches:

(a) Extending the use of established classification labels (e.g. secret) to encompass all aspects
of confidentiality, integrity and availability. This is a simple solution, but it lacks
specificity to inform the selection of information security measures.

(b) Implementing a more complex scheme, where each level separately indicates the degree
of confidentiality, integrity and availability-is-a. However, this solution-that could be overly
complicated for users.

(c) Utilizing technology to manage these-complex classifications-is-a-pessible-solution-that.

This may reduce—the reliance on the understanding of the person performing the
classification.

4.12. Some  example definitions for the classification labels ‘SECRET
SCONEIDENTIAL secret’, ‘confidential’ and ‘RESTRICTED restricted’ are given in Annex
I. These definitions can be applied in relation to confidentiality, integrity and availability

4.13. Additional caveats'> for information security could indicate restrictions on the
distribution of sensitive information, in accordance with the nature of this—sensitivethe
information, or enhance the ‘least privilege’ or ‘need to know” principles, which allow only

14 In many States, there is a furtherhigher classification of TOP-SECRETThis-level-of classification‘top
secret’, but it is almost never used in the civilian sector-ef-mest-States.

15 Caveats are additional security descriptors applied to classified information indicatingthat indicate specific
restrictions, tmitatiens-en-dissemination;_limitations or handling requirements beyond those required by the base
classification level.
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users who have a legitimate need to access the information.
of-examples-that-HHustrate-the-useExamples of caveats_include the following:

(&) No further distribution;

(b) Distribution controlled by the originator;
(c) Restricted distribution;

(d) Not releasable to foreign nationals.

4.14. In the case of international activity that involves the sharing of information between
States or with an organization that falls within the jurisdiction of another State (e.d.
international supply chain, international transport), the State should identify which
information is sensitive and needs to be protected. Further guidance on this subject is provided
in Section 5.

4.15. Examples of information that could be identified as sensitive information;_that |
classified and aderessed-threughhandled in accordance with information security measur:
[+2}-are-asfeHows9], includes information in the following categories:

(a) Details of physical protection systems, computer security measures and any other securit
measures established for nuclear materialand other radioactive material; and associateﬁ
facilities and activities, including information on guards and response forces and
arrangements relatedrelating to transport security; L

(b) Information relating to the quantity and form of nuclear material-erand other radioactiv
material in use or storage, including nuclear material accounting information;

(c) Information relating to the quantity and form of nuclear material-erand other radioactive
material in transport;

(d) Information relatedrelating to the facility and its operations, the misuse of which coulli
compromise safety and security;

(e) Detailed information relatedrelating to theboth the physical and digital storage location gf
sensitive information-beth-physicathy-and-digitathy;

(f) Authentication credentials for and details of computer systems, including communications
systems that process, handle, store or transmit information that is directly or indirectly
important to nuclear safety and security; |

(9) Information crucial to the correct performance of computer systems;
(h) Contingency and response plans for nuclear security events;

(i) Personal information about employees, vendors and contractors;

(J) Threat assessments and information concerning security alerts;

(k) Details of vulnerabilities or weaknesses that relate to the above topics;
(I) Historical information on any of the above topics.

4.16. Some eof-the—information in the categories listed in para. 4.1315 (e.g. personfil
information) could also be subject to specific security requirements under national laws not
related to information security or could be subject to company policies.

4.17. Annex |l contains examples of the specific types of information that could be
encompassed in these categories, indicating whether and why they are typically considered to
be sensitive information.
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5. TFHELIFE CYCLE OF SENSITIVE INFORMATION

5.1. Managing the life cycle of information, and more specifically the life cycle of sensitive
information, allows regulated entities to use the information while at the same time protecting
it. The management and protection of information are inextricably linked. This section uses
the information model introduced in Section 2 to describe information management and
information security activities associated with a generic four stage-of-generic® information
life cycle*, as illustrated in Fig. 6.

&
o

Creating Processing Disposing

Creating Processing

Disposing

RN
o

FIG. 6. The four stages ef-thein a generic information tifeeyelelife cycle and theirthe relationships
between them.

16 There is no single, universally recognized information life cycle, but most have between four and seven
stages.
17
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5.2. FIG:The four stages depicted in Fig. 6 is-comprised-ofare the following-stages:

(1) Creating,—inveolves-activitiesrelated-to: assembling an information object from abstraqt
information or other information objects—and—ineludes—, including activities such as
coHeetingthe collection and elassifyingclassification of information;

(2) Processing;-vohving: activities performed on information objects that-have-been-createfd
before and throughout their active use sueh-as(e.g. handling, transmission and storage;
activities);

(3) Using;-which-cevers: activities that leverage information withinduring the performance gf
functions, including the sharing, replication, dissemination, disclosure-and, reclassification
~and further processing of the-information;

(4) Disposing, including archiving and destroying information.

B

5.3. An—example—mapping—of-Annex IV shows how the information lfeeyelelife cyclp

activities nte-the-described in other publications can be mapped to the generic four- stage

generic-information Hfecycle-is-provided-in-Annex-Plife cycle described in this section.
CREATING INFORMATION

5.4. Information willis generally be-created in an abstract, unstructured and unlabelled for
(see Fig. 2). For example, a person could ealeutaterecord the maximum number of guards o
duty at a nuclear power plant without any context, or a machine could generate a stream df
binary data representing observations from a sensor that is measuring temperature or pressure.
Weaknesses and vulnerabilities could exist in terms of the management and security of this
information, until the information is labelled and classified.

5.5. Itis only when information is structured and labelled as part of an information object that
it can be identified as sensitive, classified and protected in proportion to its value to legitimate
users and to adversaries. This process includes assessing the value to legitimate users of
sensitive information (i.e. its value in relation to functions important to nuclear security and
nuclear safety), and the value to adversaries seeking to cause harm by subverting those
functions. In order to perform the process of structuring and labelling information in a uniform
and repeatable way, regulated entities need guidance in applying a classification scheme (see
Section 4).

5.6. Once information has been assessed as sensitive-irfermation, regulated entities shoull-F
implement mechanisms to manage sensitivethe information, such as a classified documerit
register designed to track sensitive information. Given the widespread use of computer based
systems to process and use information, including sensitive information, computer based
information management systems should, by design, incorporate or interact with other
management mechanisms for tracking sensitive information.

PROCESSING AND USING INFORMATION

5.7. Beth-theThe computer based systems and humans whethat process and use informatio
can—be—considered—fall under the category of ‘individuals and information
individuals{seeassets’ indicated in Fig. 2)-andn). In general, only they have the necessar

ability to apply information security controls to the information objects containing sensitive
information. A computer based system that-processes—or—uses—information—could_be, far
example, be-an IT system that processes documents, a control system perfermingthat perform

functions in a nuclear power plant, or an information management system. Computer base
systems erand humans can implement a classification guidance to apply security measures t
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the level of protection necessary for a specific information object (e.g. a document or a
computer program) through an information security management system (see Section 6).

5.8. Suitable physical containers, such as safes and locked cabinets, can also be considered
information assets since they can reduce the burden of security controls needed to protect
sensitive information. Locked cabinets can be used to protect the confidentiality and integrity
of information (e.g. documents, physical media). The concept of a security container can also
be implemented in the case of a computer based system for example by usmg the approprlate
cryptography.
#ﬁegw&e#w#ermaﬂen—(eg—deeuments—phys&e%nedw}—betHowever both Iocked cablnets
and cryptography can have a negative impact on the availability of information for authorized
users.

5.9. Secure transmission protocols should be established to protect sensitive information from
compromise. For instance, secure network channels or communication methods utilizing
cryptography can be employed to ensure that information remains protected during digital
transmission. Similarly, protocols for the transfer of information among humans should be
established, and could include secure audio-isolated rooms for briefings, or secure containers
for the transfer of documents in public spaces or during transpertatientransport.

5.10. The access of individuals to sensitive information should be controlled by a precess-er
procedure that grants access on the basis of the ‘need to know’ principle and rescinds-this
access when this need no longer exists. The ‘need to know’ principle could nevertheless be
perceived as incompatible with the overall need to share information in order to support the
performance of functions across a regulated entity, to provide resilience and to allow for
innovation. This incompatibility can be managed through an information security
management system to anticipate and balance the risks to the nuclear security regime (see
Section 6).

5.11. For example, sharing timely information on a nuclear security incident might elevate
the risk of a data breach while concurrently reducing the risk of more significant harm.
Similarly, the act of withholding crucial design information for security reasons relating to
confidentiality can inadvertently introduce engineering or operability risks since essential
knowledge is not being fully disseminated to those needing it for safe and effective system
design and operation.

5.12. An assessment to determine thewhich authorized individuals whe—need access to
sensitive information should be made, taking into account other factors (e.g. safety
considerations) that might introduce risks for the State. For example, individuals who are
responsible for elements of the design and safe operation of a facility should be made aware
of all sensitive information relevant to their taskingwork if this would reduce the risk-te-the
State of a nuclear security event occurring.

5.13. With the widespread use of computer based systems to process and use information, the
information security measures implemented to address the concept of <replication’
hasreplication have now changed. It is increasingly difficult to control sensitive information
by controlling the number of copies of documents that exist, for example by focusing
information security measures on the means of replication (e.g. photocopiers for physical
documents). The regulated entity’s computer based information management system should
have information security measures — incorporated as part of its design and operation — for
all aspects relating to the creation, processing and storing of sensitive information.

5.14. Traditional information security measures are—at-timescan be impractical for enabling
the use of information whose sensitivity has a brief lifespan, for instaneeexample during the
transport of nuclear erand other radioactive material. Paragraph 5.45 of IAEA Nuclear
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Security Series No. 9-G Rev. 1, Security of Radioactive Material in Transport [1314] statels
that:

“When a security related message is transmitted, care should be exercised in the
handling of the information to ensure its protection. When open communications are
used, techniques such as code words and phrases should be considered.”

5.15. In such cases, employing code words (including gestures or signs) may reduce
requirements for protection. This method involves substituting sensitive details with unrelated
terms, or in essence creating a rudimentary form of encryption. It is nonetheless crucial to
treat the context of these code words as sensitive information, to understand that the
contextmeaning can be quickly inferred on the basis of context and to use this strategy only
when other security measures are not feasible or proportionate. Authorized users should be
pre-informed about the context and-meaning-of the code words and the expected responses sp
as to ensure that they are used effectively. This approach should be strictly controlled and
limited to scenarios in which the irfermation‘sinformation’s sensitive nature is transient.

Disseminating and sharing of information outside the regulated entity

5.16. Since nuclear security responsibilities are not typically confined to anone entity, it i

often necessary for information to be shareddisseminated among regulated entities that shar

security responsibilities and have a legitimate need to know the information on an ongoing
basis. A legitimate need to share sensitive information outside of the regulated entity could
also arise, for example, among State agencies, between regulated entities handling nuclejr
orand other radioactive material and the relevant competent authorities, or among different
States. Sharing of information might also be needed for effective security by design
approaches. In addition to security concerns, information sharing could be necessary to
support other objectives, such as safety assessments, operational needs and commercial
demands. In all cases, information sharing should be performed while maintaining the
confidentiality, integrity and availability of the shared data.

5.17. Similarly,—theThere may also be a need to disclose sensitive information to othdr
regulated entities or to the public in a manner that was unanticipated and therefore not
specifically planned-could-alse-occur.

5.18. Both sharing and disclosure should be managed in a way that ensures that sensitive
information isdoes not inadvertently shared-with-ordisclosed-to,reach individuals who do ndt
have a need to know the information. The integrity and availability of the information should
be maintained for those who do have a need to know.

5.19. The nature and extent of sharing such information should be based firstly on compliance
with national laws or regulations and then on a balance between the benefits obtained from
sharing the information and the associated risks. Rules concerning the disseminationsharinj
of information between authorities should be governed by the State’s security procedures. The
disseminationsharing of information between authorities should be performed in a manndr
that provides mutual assurances of information security at the appropriate levels and between
all parties. Establishing a common approach throughout the nuclear security regime can

raintain-equivalentprotection-ofensure that all sensitive information_is equally protectef

from compromise.

5.20. It is often necessary to share specific information with other States or relevant
international organizations. In such cases, an agreement should be established to guarantee
that sensitive information is secured by the recipient in a manner consistent with the
requirements of the State from which the information originates. The security of information
could be ensured through a bilateral or multilateral treaty or agreement that defines how
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information will be protected from disclosure. Such agreements-woule typically describe the
necessary protection measures to be applied to sensitive information for the different
classification levels in each State. These agreements should also consider how particular
requirements (e.g. freedom of information legislation, see para. 5.23) in any one State might
affect the handling of the other States’ sensitive information.

5.21. In practice, most information w#H-beis shared using computer based systems, meaning
that computer security controls will-beare needed to avoid anythe compromise teof the
confidentiality, integrity or availability of sensitive information as it passes between
jurisdictions. Further guidance on computer security controls can be found in Ref. [68].

Need for disclosure of sensitive information

5.22. Most States have established-laws to address the security of information that is of
importance to national aterestinterests. Such laws specify sanetionspenalties that will be
imposed if a person—either- (a national of either that State or etherwise;another) breaches

thethese information security laws-geverning-such-information—There-are-also-usuathytaws

5.23. Some States have freedom of information legislation-ertaws that allow members of the
public to request access to information held by the authorities. The only information that can
typically be withheld by the authorities is information that is covered by specified exemptions,
such as information associated with national defence, security systems and measures, or
private-and personal information. In a number of States, an item bearing a classification mark
is not automatically exempted from disclosure. Mechanisms could be set up to resolve
disagreements between the government and other parties regarding which information relating
to the nuclear regime can be withheld to protect national security.

5.24. Other laws and regulations could require that certain types of information, which might
include sensitive information, be disclosed upon request. One example is environmental
legislation that requires public reporting of specified information. States should determine
when such laws can allow the exemption of information that might affect nuclear security or
the security of sensitive information from third parties.

PreparingDevelopment of guidance on disclosure

5.25. The State should develop specific guidance to assist regulated entities in deciding which
sensitive information can be disclosed and to which audiences. When eempHingdeveloping
such guidance, the responsible entity witl-typicathy—should consult relevant government
departments and relevant-organizations. The guidance should aim to prevent the unauthorized
disclosure of sensitive information (see Annex II) by identifying the characteristics of
information that is considered to be unsuitable for disclosure.

5.26. States should consider the need to provide specific guidance on the following:

(&) The level of sensitivity of certain types of information based on the consequences of
compromise;

(b) The types of information that can be disclosed, under which circumstances-infermation
can-be-disclosed, to whom infermation-can-be-disclosed-and by which methods-information
can-bedisclosedmeans;

(c) Conditions for the disclosure of information;

(d) The processes to review information for its potential sensitivity before presentation to
the public (e.g. information destined—ferto be used in conference presentations, web
postingsposts or technical specifications);
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(e) The actions that should be taken in the case of unauthorized disclosure of sensitive
information, whether intentional or unintentional, or in the case of other breaches of
information security requirements.

5.27. Given that circumstances evolve-and, information that might-bewas once considerefl
sensitive and unsuitable for disclosure at-ene-time-might be-significanthybecome less sensitive
and more suitable for disclosure at-a-taterover time (or vice versaj-guicance-witl-be-subjedt
te-change:). All guidance should therefore be reviewed and updated periodically and ia-thg
eventofwhenever there are significant changes in policies or circumstances.

DiselesingDisclosure and reelassifyingreclassification of information

5.28. It is generally feasible to reduce the level of security applied to specific information,
where appropriate. The reclassification of information to a more restricted class could
however, be impossible or ineffective if it has already been widely disseminated. +-is-therefor
impertant-that-diffiegltiesDifficulties in reclassification should be considered rwhen firg

classifying the enyﬂakelassmeaueﬂ—and—eenstdeﬁane#be—gaﬂn%%elnformatlon alon
with finding an appropriate balance between confidentiality and caution, and betwee
availability and transparency. A default time frame for periodic review of classification
should be established, but changes should also be made when needed, for example if th
circumstances change significantly- (see para. 5.29).

™
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5.29. Disclosure and reclassification of information share many common practices. Whep
considering disclosure or reclassification of sensitive information_relating to the nucledr
security regime, regulated entities should implement a formal review process. The
reclassification process should be documented and include appropriate justification for any
changes in classification levels. Reclassification decisions-coutdmight be undertaken to takp
into account-for:

(a) Changes in security threats and vulnerabilities;
(b) Changes in technology that might affect the sensitivity of information;
(c) Changes in the operational requirements or status of a nuclear facility-status;

(d) International or national agreements and obligations that might affect information
handling requirements.

5.30. All requests to a regulated entity for disclosure or reclassification of sensitive
information should be considered against this same guidance or criteria, and if possible, all
such requests should be processed through a single, central office of the regulated entity. A
technique commonly used to gain inappropriate access to sensitive information is to make
multiple requests to different individuals or units within the same regulated entity. If these
requests are addressed separately, without coordination, different responses could be given
and sensitive information might be disclosed that otherwise would not have been.

PASPOSINGINFORMATON

DISPOSING OF INFORMATION

5.31. The State’s legislative and policy frameworks should define the rules for the retention,
archiving, downgrading or declassification, and destruction of sensitive information that is np
longer in use. In general, sensitive information should be kept only as long as needed, with
sufficient information retained for the State’s public record. Certainln relation to the nuclegr
security regime, certain sensitive information, such as the following, may need to be archivefl
for historical, legal; or national security purposes;-steh-as:

(a) Records of nuclear material accountancy;
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(b) Historical design information of nuclear facilities;
(c) Records covered under treaties and international agreements.

5.32. The arehivalarchiving of such information mayshould be managed by the regulated
entity under direction from the competent authority for information security or the relevant
authority for the archives of the State. Such-anThis authority should implement standardized
procedures for assuming custody of sensitive information, maintaining secure storage
facilities, managing access controls, and ensuring the long-term preservation of archived
sensitive information in-the-case-whereif the regulated entity ceases operations.

5.33. The destruction of sensitive information should transform the information beyond
recognition and recovery, by any means available within the lifetime of the sensitive
information, and should be aligned with international standards and good practices. For
example, if the information is expected to be sensitive-information for many decades, the
means of transformation and destruction (e.g. cryptographic methods'®) should be judged by
experts to be irreversible for many decades.

6. IMPLEMENTATION AND SUSTAINABILITY OF INFORMATION
SECURITY MANAGEMENT SYSTEMS

6.1. This section describes how a State’s legislative and policy frameworks (see Section 3)
should be implemented and sustained within a regulated entity, using an information security
management system.

6.2. Regulated-entitiesEach regulated entity within the State’s nuclear security regime should
develop theirits own information security peliciespolicy in collaboration with the State’s
competent authority for information security. The policy should articulate high level goals,
objectives and requirements for information security and represent senior management
commitment and accountability. It should also reflect the extent of autonomy granted to the
regulated entity in managing information security risks. For instance, smaller entities with
simple nuclear security responsibilities could be required to adhere to a strict set of ebligatery
rules without much flexibility. In contrast, larger entities, such as nuclear power plants that
face unique and complex security challenges, could possess more autonomy in tailoring their
information security policy to adhere to a number of regulatory systems and addressing their
associated risks.

6.3. The resource allocation that is necessary for managing and monitoring information
security will vary, depending on the complexity of the regulated entity and the associated
risks.

6.4. The establishment of goals, objectives and requirements should be effectively managed
and subsequently maintained through the information security management system. The
system should also be subject to continuous evaluation, modification and enhancement, which
could be achieved by incorporating a continuous improvement or a ‘plan, do, check, act’
cycle. SuehAn example of such a cycle for an information security management system is
depicted in Fig. 67.

6.5. The information security management system should be integrated with the regulated
entity’s other management systems (e.g. for safety, quality, physical security and computer

18_Seme-State’s-believe It is possible that the advent of quantum computing might undermine traditional
public-key cryptographic methods, as quantum algorithms can efficiently solve their-underlying mathematical
problems.
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security) in a coherent manner, forming an integrated management system to ensure a holistik
approach to overall management.

Legislative and security policy basis
* National legislation
* National information security policy framework
* Regulatory requirements
* IAEA Nuclear Security Series Fundamentals and
Recommendations

ity Policy (PLAN) P —

+ Sets the high level information security goals, objectives and
requirements

+ Signed and promulgated by senior management

+_Sets organizational roles and responsibilities

* International instruments
* International and national standards

*Implemented through the programme

Quality
improvements through review and
revision
(acT)

guid: inform

* Good practices

* IAEA Nuclear Security Series Implementing Guides and Technical Guidance
* Intemnational and national Standards (.g. for information management)

* Guidance issued by third parties (e.g. information system vendors)

l

Procedures (DO) Evaluate
* Detailed instructions effectiveness for
* Resources and processes to achieve policy objectives I — achieving
* Details on required compliance and enforcement objectives
+ Stipulations on periodic reviews and updates (CHECK)

Information Security Management System (ISMS)

Legislative and security policy basis
« National legislation
* National information security poliey framework
*+ Regulatory requirements
* IAEA nuclear security series fundamentals and

recommendations

* International instruments
* International and national standards

Organizational information security policy (PLAN) D

+ Sats the high level information security goals, objectives and
requirements

+ Signed and promulgated by senior management

* Sets organizational roles and responsibilities

* Implemented through the programme

Quality
improvements through review and
revision

(acT)

Supplemental guidance to inform procedures
* Good practices

* IAEA nuclear security series implementing guides and technical guidance
+ Intemational and national standards (e.g. for information management)
* Guidance issued by third parties (e.g. information system vendors)

Procedures (DO) Evaluate
* Detailed instructions effectiveness for
* Resources and processes to achieve policy objectives > achieving
* Details on required compliance and enforcement objectives
* Stipulations on periodic reviews and updates (CHECK)

Information security management system (ISMS)

FIG 7. A-An example of a ‘plan, do, check, act’ cycle for the continuous improvement
eyele-forof the information security management system (adapted from Ref. [68]).

ELEMENTS OF AN INFORMATION SECURITY MANAGEMENT SYSTEM

6.6. An information security management system is a regulated entity’s means of
implementing systematic, structured information security measures and subordinate systems
with the objective of preserving the confidentiality, integrity; and availability of sensitivﬁ
information. The system encompassesshould encompass a comprehensive set of subordinat]

procedures and processes (e.g. procedures for the assessment of risk and subsequent treatment
through technical, administrative, physical or other interconnected security measures)
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designed to provide for the security of sensitive information, sensitive information objects
and sensitive information assets.

6.7. An overall organization level information security policy should be developed and
endorsed by management at the highest levels. It should include a statement of overall
objectives, scope and importance. The policy isshould be binding on all personnel, and
therefore measures should be taken to inform personnel of their obligations in relation to the
information security policy, both during and after eeasing-their term of employment-as

appropriate.

6.8. The objectives of the information security management system should be clearly
documented in the organization level policy, reflecting thea commitment to meetcomply with
the State’s legislative and policy frameworks. These objectives should be reviewed and
updated on a regular basis to drive continuous improvement and-te-adapt-+n, following a risk-
informed approach, to adapt to the changing information security situation.

6.9. The information security management system should take into consideration the risks
identified within its scope, to support the regulated entity in addressing the design basis threat
or threat statement and_in fulfilling regulatory requirements in accordance with the State’s
information security policy framework. RiskThe risk management objectives are to reduce
risks to an acceptable level through the application of adequate information security systems
and measures throughout the Hfeeyelelife cycle of sensitive information (see Section 5).

6.10. The information security management system may be integrated at all levels of the
regulated entity, recognizing—and-leveraging interdependencies with other processes and
management systems: may be recognized and leveraged. This integration may also extend
beyond the regulated entity‘sentity’s boundaries to encompass third parties with information
security responsibilities, where necessaryappropriate. The integration of external parties can
ensure a comprehensive approach to information security.

6.11. The information security management system, including all subordinate policies,
procedures and processes, should be formally documented (e.g. bearing an official status,
endorsed and promulgated, registered as authoritative in an enterprise document management
system). Documentation serves as a foundation to maintain an up to date, auditable and
effective information security posture. This documentation should be periodically reviewed
to ensure that it adequately meets the State’s legislative and policy frameworks and is up to
date with the threat statement and the design basis threat.

6.12. The information security management system should also be updated in accordance with
changes to the risk environment. Where the risk environment is assumed to be static, the risk
management process should nevertheless continue to be reviewed at regular intervals. Any
changes to the risk management process will necessitate commensurate changes in security
systems and measures so as to ensure continued information security.

6.13. The regulated entity should ensure that the necessary resources are available for the
implementation of information security. Such resources weould-encompass the-aHoeation-of
the-appropriate information resources, financial investments and the personnel necessary to
maintain and enhance the regulated entity'sentity’s information security posture.

6.14. A regulated entity’s senior managementmanagers should visibly demonstrate their
commitment to information security-—Fhis-taeludes, including by designating a senior manager
with the responsibility to direct and manage information security functions. The designated
manager should oversee assurance activities for information security and should manage the
implementation of corrective actions resulting from these assurance activities.

Security culture for information security
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6.15. A robust nuclear security culture is particularly important for information security in the
nuclear sector because of the broader set of personal responsibilities involved, as described in
IAEA Nuclear Security Series No. 7, Nuclear Security Culture [£415].

6.16. Activities-to-assess-The assessment of nuclear security culture within ergamsaﬁansa
organization should include information security;

The results should be used to evaluate the effectiveness of the information securit
management system-—Evatuation-resulis-should-be-used-to-, to refine awareness programmeg
to adjust security measures;—considered-within_and to enhance personnel behaviours, takin
into_consideration human factors engineering;—and—be—leveraged—to—suppert—enhancinf
persennelbehavieurs.. People and processes that complement the use of technology are a-ke
facterfactors in securing information,—complementing—the—use—of—technology,—and; th)
integration of information security into nuclear security culture programmes strengthens-thi
approachcontributes to the sustainability of nuclear security.

!:)
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6.17. All personnel within the regulated entity should recognize the importance of information
security as an integral part of the broader nuclear security framework that also supports
nuclear safety. To reinforce this, the regulated entity should undertake to develop and
implement an information security awareness programme that does the following:

(a) Contextualizes information security principles, highlighting their relationship to nuclear
security and nuclear safety;

(b) Highlights the responsibility of personnel to adhere to the information security policy and
to processes implemented in the context of the information security management system}

(c) Fosters a culture that encourages the reporting of any information security issues, including
incidents and vulnerabilities;

(d) Provides examples of adversarial actions tewards—comprormisingthat might compromise
the confidentiality, integrity—ane_or availability of sensitive information and sensmvh
information assets (e.g. social engineering, phishing).

6.18. All personnel should fulfil their security responsibilities, withand the regulated entit
previdingshould provide appropriate education and training to ensure theirthe competenc|
and accountability of personnel in these roles. Individual performance reviews should als
reflect the information security objectives so as to embed a culture of security awareness at
all levels of the organization.

6.19. Regulated entities eriginatingthat create sensitive information and eperatingoperat]

sensitive information assets; should designate information owners with specifi

responsibilities and accountabilities for determining and verifying the information security
arrangements for sensitive information under their purview.

6.20. The regulated entity should provide the following personnel with specific_training op
their responsibilities:

(a) Personnel with specific, security related responsibilities;-erpersennel;

(b) Personnel with access to sensitive information-as-well-as-information;

(c) Information owners and managementmanagers accountable for information security
at all levels of the organization,—specific—training—and—briefings—regarding—thelr
respensthilities—.

6-20- This training should encompass the procedural aspects involved in the management gf<

sensitive information (see Section 5), and should focus on how to expand the capacity of
personnel to recognize and respond to potential information security incidents. By enhancing
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these attributes, personnel are better equipped to effectively identify, report, assess and
mitigate risks, ensuring a more robust information security management system.

6.21. nformationOne-off information security training events-that-are-limited-to-one-single
eventcourses might not adequately reinforce mmgan@evemheﬁmeﬁmeeuldrauewthe
knowledge imparted, with the result that personnel te-become complacent- in the long term.
All theseindividuals who handle sensitive information, including-management-persenneland
contractors, should receive continual on the job training and be required to attend periodic
refresher courses. Personnel who handle sensitive information without necessarily being
aware of its content should also receive security training specific to their responsibilities.
Records should be maintained of the training provided and completed by all personnel and
contractors. Any changes in security rules and procedures should be made known by the
management to all relevant personnel and contractors as soon as practicable. A-suggestedAn

example format and content for a training and-awareness-pregrammesprogramme is provided
in Annex Il1.

Security measures and information security system

6.22. The handling of sensitive information should be governed by policies and procedures,
in accordance with the regulated entity’s information security policy and as agreed with the
competent authority, operating within the State’s overall information security policy
framework. The minimum information security requirements for the various security levels
i—the, based on a graded approach, should be described in the information security
management system. AnrFor example—weuld, requirements might be_established for the
minimum cryptographic algorithm security lifetime (i.e. how long sensitive information
protected by the cryptographic algorithm could be expected to remain secure) used for the
electronic transmission of information.

6.23. Effective management of the risks relating to the confidentiality, integrity and
availability of sensitive information should involve developing effective security measures to
protect against threats, in a risk-informed approach, and to meet the relevant requirements.
Fhis-process-shouldresult-in-a-combination-efThese security measures drawn-fremshould

encompass information security, computer security (see Ref. [68]), physical protection and
personnel security.

6.24. The following security measures should be considered in the context of sensitive
information:

(a) Access control should be utilized to ensure that access to sensitive information and
sensitive information assets is limited to those who need such access to perform their
duties.

(b) Personnel security, including trustworthiness determinations, should be used seto ensure
that those who have access to sensitive information are deemed to be suitably trustworthy
to a level established by the State in the information security policy framework. For access
to information with a low classification_level, the regulated entity should decide whether
any determinations are necessary-fer-persennel-that-need-aceess; if deemed necessary, a
limited check of an individual’s background could be sufficient. For access to information
with a higher classification_level, a more comprehensive set of background checks
witshould be neededundertaken to determine trustworthiness. The personnel security
process could also include the signing of a non-disclosure agreement between the member
of personnel and the competent authority for information security or the respective
regulated entity;-the. The obligations under such an agreement should be reinforced during
activities associated with the cessation of employment.

(c) Physical protection measures should combine a-degree-ef-strictly managed access through
a secure perimeter with one or more layers of other physical protection measures closer to
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the information objects and information assets (e.g. safes, vaults or other secure }
that-are-being-protected-containers).

(d) The transmission of sensitive information, including as information objects, should be
undertaken in a manner that reduces any risk of compromise, unauthorized interception,
modification or denial of use to an acceptable level (e.g. through cryptographic methods).

(e) A system should be in place to identify, monitor and assess potential security incidents,
encompassing both physical and digital threats to sensitive information, while enabling
timely response to unauthorized access attempts, or anomalous activities that could
compromise information confidentiality, integrity; or availability.

(f) Interfaces with a subordinate computer security programme should address computgr
security aspects of sensitive information assets, objects and digital collections of sensitive

information [6}.(see Ref. [8]). |

6.25. Other considerations could affect the security measures used to protect sensitive
information. For example, privacy requirements are typically not within the scope of the
nuclear security regime, but these requirements could influence the implementation of the
security measures used for information security within the nuclear security regime (e.g. the
implementation of workplace monitoring systems).

Arrangements with third parties

6.26. Third-parties{asAs described in para. 3.10)-¢an, third parties might provide goods anddr
services to a competent authority or a regulated entity, which could have an impact on the

security of sensitive information. Information security arrangements with third parties thus
necessitate special consideration.

6.27. Information security arrangements for third parties should be established through legal
agreements, such as a licence or contract, and should include a non-disclosure agreement-
Such-agreements-ecould-invehve (e.q. relating to sensitive information being-placed in the car|
of the third party—Centractingregulated). Regulated entities entering into contracts with thir
parties should adhere to any national policies or legislation covering such agreements. ‘

6.28. It is the responsibility of the contracting regulated entity, when negotiating such a
relationship with third parties, to ensure that any sensitive information entrusted to the third
parties is protected in a satisfactory manner. The security measures that are established to
protect sensitive information should be commensurate with the risks, and in accordance with
the information security policy. As a design principle, the information security arrangements
of third parties should be broadly equivalent to those of contracting regulated entities,
although not necessarily identical in terms of the measures_involved.

6.29. RegulatedThe contracting regulated entities should reguire-and-confirm:-ensure that an

third parties havingwith access to sensitive information operate an information securi
management system. In addition, thire-partiesthe contracting regulating entity should ensure th
following:

(@) AThe third party has established a contact point-is—established to direct and managp
security in coordination with the contracting regulated entity;

(b) Security arrangements at the third party’s premises can be regularly inspected by the
regulated entitiesentity or competent authorities, in accordance with the provisions of th
legal agreement.

Managing access to sensitive information

6.30. A system should be in place to control why, when, to what extent and how specific
individuals and information assets are authorized to have-access to-or the-ability-to-modifys
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sensitive information and sensitive information assets. Such-a-system-should-typicalhy-include
theThe following should be defined for such a system:

(a) Defined-respensibilitiesResponsibilities regarding the management of authorization efto
access to-sensitive information;

(b) Defined—processes—concerning—whoWho has the right to access and modify sensitive
information and sensitive information assets, and who has the right to grant further access;

(c) Defined-proeesses—concerning-hewHow to verify, control and supervise the function of
assighirggranting access;

(d) Defined—proeessesProcesses to determine the duration of an authorization to access
sensitive information and sensitive information assets;

(e) Defined-proecessesProcesses to revoke authorization to access sensitive information and
sensitive information assets due to an incident, employee turnover, and changes in job
functions;

(f) Defined-processesProcesses to maintain full traceability with-regard-to-the-management-of
rights-during-al-of-the-steps-invelved-in the-management-efmanaging authorizations to

access sensitive information and sensitive information assets.
Information security management system activities for insider threat mitigation

6.31. The information security management system should interface directly with the
regulated entity’s insider threat programme.

6.32. Reference [#11] addresses information security systems and security measures, and
underlines the possibility that information security could be compromised by an insider,
namely by personnel “with authorized access to [nuclear material,] associated facilities or
associated activities or to sensitive information or sensitive information assets” [1].

6.33. Independent, non-repudiable-legging-and-alert systems should be used to detect and alert
on insider activities. Such systems should be capable of identifying unauthorized sensitive
information transfers (i.e. a-data loss prevention).

6.34. Paragraph 4.10(c) of Ref. [711] states that a—key—mitigation—aspect-of-information

seewrity-tspreventive measures against insider threats can be used “to minimize opportunities
for malicious acts by limiting access, authority and knowledge of insiders”-Such-Hmitations
can-be-accomplished—forexample;.”” One way of accomplishing this is by dividing critical
functions into two parts that necessitate separate authorizations (i.e.g- use of the ‘two person
rule’).

Assurance activities for the management system

6.35. The regulated entity should establish metrics or criteria to provide an indication of the
health of the information security management system and to identify trends that could be of
concern.

6.36. Drills and exercises should be conducted on a regular basis to test all aspects of the
information security management system. Drills and exercises provide assurance that the
information security procedures are operating as intended. Lessons identified from drills and
exercises should be considered in the regulated entity’s corrective actions.

6.37. The regulated entity should also establish-ensure that there are internal resources and a
proeessestablished processes to conduct self-assessments and audits-utitising-an-independent
auditoraudits. These inspectionsself-assessments and audits should be—performed—to
determineascertain whether the practiced-regulated entity’s approach to information security
complies with the-regulated-entity’s-its information security policy, and whether itremainsthe
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ggroach isin compllance Wlth the State s regulatory and pollcy frameworks. Fhreugh-suef

y The regulate
entlty may establlsh mternal tralnmg and—p;eeedwes—te#mspeeﬂenson self assessments an
audits, to-enable—conduct-by—trainedso that they can be conducted by personnel who ar]
familiar with the internal requirements, procedures and systems-aHowing-the-identification-of
The advantages of conducting such internal activities are that they can be done morg
frequently than external inspections and they identify different opportunities for improvemen

6.38. External inspections are conducted by the competent authority for information security
or other external organizations authorized to conduct inspections for information security
within the nuclear security regime. The aim of external inspections is primarily to assess the
level of compliance with the State’s regulatory and policy frameworks in an independent
manner. When using external auditors, isstes—ef—consideration should be given tp

confidentiality and trustworthiness sheuld-be-addressed-in—relation-to-the-exchange-ofwhep
sharing sensitive information-with-these-external-auditors.

6.39. tnspection-and-auditresultsThe results of self-assessments, internal audits and externgl

inspections should highlight specific areas for action or improvement. Preventive anfl
corrective actions should be identified by the regulated entity or the competent authority for
information security-and, with specific time frames fortherectification-or-tmplementationgf
actionsassigned. There should be assighed—Organizations-sheuld-also-ensurea mechanism ip

d

place to follow up ef rectification-and-on the implementation actions—verifying-the-overalan|
effectiveness of these actions.

D = = D
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Continuous improvement of the information security management system

6.40. The regulated entity’s information security management system relies on the ‘plan, do,
check, act’ cycle for continuous assessment and improvement (see Fig. @—A@dw-eqeu;t
this7). This cycle should_ also build on operating experience relating to information securit

from available sources, including government agencies, open sources and commercial
information feeds, as well as threat statements and revisions to the design basis threat.

Detection of and response to information security incidents

6.41. Information security incidents, and-particularly those stemming from criminal or-ethdr
intentional unauthorized acts, necessitate an adaptable response strategy. These incidents can
range from unauthorized disclosure of sensitive information to malicious modification of
sensitive information-in-use-contributing-to-therealization-of, with a corresponding nuclej
security impact (see figureFig. 5). Incident response is necessary ferin relation to both digitgl
and physical collections of sensitive information (i.e. sensitive information objects and

sensitive information-assets-including-sensitive-digital assets).

6.42. Additional guidance on computer security |nC|dent response specific to nuclear facilities
can be found in Appendix 1 of : —1

Security-TechniguesforNuclearFacHities [12Ref. [9].

6.43. The regulated entity should identify an incident response team with diverse expertise in
areas that include information security, computer security, physical protection, law, and
operational management. The team should be trained and equipped to handle various-typesany
type of information security incident (i.e. loss of confidentiality, integrity and/or availability).

Eal

6.44. A designated team within the regulated entity should prepare an incident response plan.
This plan should do the following:
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(a) Define the roles and responsibilities of the incident response team members, including the
scope of their authority during the investigation and any temporary investigative powers
they might be accorded, within the limits of privacy and legal boundaries:.

(b) Establish procedures for registering,—+ecerding; and tracking information security
incidents, including the details associated with each incident and the response actions
taken.

(c) Provide details of procedures for preserving evidence in relation to the incident in order to
support criminal investigations of nuclear security related offences:.

(d) Establish protocols for notifying and engaging internal and external stakeholders, (e.g. law
enforcement and other relevant authorities). Fhreshelds—could—be—determined—forThe
different levels and categories of incident,-and could be determined, as well as who should
be notified for each level and category-ef-ineident;.

(e) Outline steps to contain the incident so as to prevent further loss of confidentiality,
integrity or availability. These steps might involve mobilizing other resources inwithin the
regulated entity, such as information owners, asset owners, engineers and specialized
teams (e.g. a computer security incident response team). Any risks in relation to nuclear
security and safety within the State should be appropriately communicated to the relevant
parties;.

(f) Outline methods for assessing the scope and impact of an incident on nuclear security and
nuclear safety. The impact on relevant interested parties should also be assessed:.

(g) Outline methods to recover information and information assets that have been lost, stolen
or compromised, or otherwise mitigate the related consequences, ensuring that functions
can continue to be performed within the defined levels of risk tolerance;.

(h) Respect any legal requirements relating-tearising from the incident, such as reporting
obligations, data protection laws, and petertial-engagement with law enforcement or legal
counsel:.

(i) Outline how to communicate the incident internally and externally, ensuring that messages
are accurate, timely, and aligned with legal and regulatory requirements (e.g. privacy
regulations, incident disclosure laws};).

(j) PlanProvide for a post-incident review process to analyse the incident, identify root causes
and integrate improvements into the response plan.

6.45. The incident response plan should be subject to continual improvement, threugh-the-use
ofbased on feedback from drills, lessons identified aduring actual incidents, and operating
experience from other organizations.

6.46. The information security management system should include security measures for all
stages in an information security incident, including the detection of suspicious activity;fer
(e.g. unauthorized exfiltration of sensitive information), the

alerting-oFmenitoring-personnel
inan-expeditious manner-forensuring-effectivealert of personnel, monitoring of the incident,
and for-verifying-on-an-ongoing basisverification of the integrity and availability of backups

of information and information assets. An-example-ofa-detection-security-measureis-asystem
that-detects-unauthorized-exfiltration-of sensitive-information:

6.47. After an incident, the timeline of the incident should be established and its root causes
identified. Lessons should be integrated into the regulated entity’s corrective actions. Such
actions should include revising policies and procedures within the information security
management system, enhancing information security measures, and augmenting training for
personnel as needed to prevent future incidents.

6.48. tnhcidents,—suech-as-the-breach-of-highly-classifiedSome information er-a-sephisticated
cyber-attack—againstan-instrumentation—and—control-system—can—security incidents occur
without any prior indication, and-necessitatemmediateresponse-measuresto-mitigate-their
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Hpact—However-expertenee-hasshown-steh-netdenismay—aetathywhereas others develob

gradually through a series of minor events that initially go unnoticed, accumulating over time
until they manifest as significant security consequences. Recognition of these smaller events
within the incident response plan provides valuable opportunities for early detection and
preventive action.

6.49. The regulated entity should report significant incidents or breaches of
including-breaches-of-information security; in the nuclear security regime to the compete t
authority for information security and to other definednecessary authorities in accordanc
with the State’s laws or regulations.

6.50. Regulated entities should establish formal reporting arrangements to ensure that all
information security incidents are escalated appropriately in an effort to implement corrective
actions, and where appropriate, to report the incident to the competent authorities. Personnel
at all levels should be encouraged to promptly report all information security incidents
regardless of the cause so that appropriate corrective actions can be taken and trends can be
identified.

6.51. All information security incidents should be investigated by the regulated entity.
Policies and procedures governing the investigation of information security incidents should
be defined by the erganizationregulated entity within the information security managemerjt
system. An investigation should aim to determine whether a security incident has a minor or
major impact on information security. An example of a minor incident would-beis the failurp
to lock up or secure a document properly, with no result in terms of the loss or compromise
of information. AAn example of a major incident—ferexample—would-be is the theft of p
highly sensitive document outlining security procedures, resulting in a significant risk fertp

the erganizationregulated entity.

6.52. The competent authority for information security should maintain records of the number
and type of information security incident reported. Recurring incidents or trends in-securitl
fatlures-should be identified and eetle-undertine-athe need for changes to the information
security policy framework or for improvements in the information security managemerit
systemssystem should be considered.
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Annex I

EXAMPLE OF A CLASSIFICATION SYSTEM FOR SENSITIVE
INFORMATION

#4-1-1. This Annex- provides an example of a classification system for sensitive informatior].«
Individual States can devise and use their own classification systems to indicate the level of
sensitivity of nuclear security mformatron The defrmtrons grven in the followrng paragraphs

o

elassrﬁeaﬂen%pseeretrelate to the foIIowmq Ievels of cIaSS|f|cat|0n *%a&&h@%@éels:aseé#

1) Secret; «
2) Confidential;
®3) Restricted.

In many States, there is a higher classification of ‘top secret’, but it is not discussed in this
Annex since it is almost never used in the civil nuclear sector.?. The three levels used in this
annex are the following:

+2.1-2. While information for classification is primarily envisioned as being in the form gf«
documents or knowledge, items of equipment or other physical objects could also be classified,
more-specifically-in the-case-that-classifiedparticular if sensitive information can be derived
from eguipmentthese items or physreaLobjects through visual observation-efinternal-orexterngl

+-3:1-3. The compromise of information or material classified as ‘SECRETsecret’ would bg
likely to fulfil the following criteria:

@
(b)
(©
(d)

Raise international tensions;
Cause serious damage to relations between governments;
Threaten life directly, or-serieushy-prejudice public order, individual security or liberty; |

Cause serious damage to the operational effectiveness or security of national security
forces or to the continuing effectiveness of highly valuable security or intelligence
operations;

Cause substantial material damage in terms of national finances, or economic and
commercial interests;

©)

2 However, inln exceptional cases, particularly concerning intelligence information and sources pertainingi
particular relating to the prevention of, or response to, a nuclear security event, a TOP SECRET classification migfjt
be warranted. This classification would typically involve highly sensitive intelligence information that directly
impacts national security and concerns the capabilities of specific and imminent credible threats targeting facilitigs
or material., or to the prevention of, or response to, a nuclear security event, a ‘top secret’ classification might be
warranted.
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®

+4.1-4. The compromise of information or material classified as«

Be of use to an adversary planning a criminal or etherintentional unauthorized act that
could cause grave damage to a facility with nuclear or other radioactive material, or during
the transport of such material.

‘CONFBENTALconfidential” would be likely to fulfil the following criteria:

@
(b)
©

(d)
O
®
()

(h)
0]

+-5:1-5. The compromise of information or material classified as ‘restricted’ would be likely<

Damage diplomatic relations between States;
PrejudiceThreaten the security or liberty of an individual;

Cause damage to the operational effectiveness or security of national security forces or to
the effectiveness of valuable security or intelligence operations;

Work substantially against national finances or economic and commercial interests;
Substantially undermine the financial viability of major organizations;

Impede the investigation of, or facilitate the commission of, serious crimes;

Seriously impede the development or eperatiorimplementation of major government
policies;

Shut down or otherwise substantially disrupt significant national operations;

Be of use to an adversary group planning a criminal or ether-intentional unauthorized act
that could cause serious damage at a facility with nuclear or other radioactive material, or
during the transport of such material.

to fulfil the following criteria:

@
(b)
(©

(d)

(e)
(f
()]

(h)
0]
0)
(k)
M

Adversely affect diplomatic relations between States;
Cause substantial distress to individuals;

Make it more difficult to maintain the operational effectiveness or security of national
security forces;

Cause financial loss or loss of earptngsearning potential to individuals or companies, or
facilitate improper gains or advantages for an adversary;

PrejudiceThreaten the investigation of a crime;
Facilitate the commission of a crime;

Breach proper undertakings to maintain the confidence of information provided by third
parties;

Impede the effective development or operation of government policies;

Breach statutory restrictions on the disclosure of information;

Disadvantage the government in commercial or policy negotiations with other entities;
Undermine the proper management of the public sector, as well as its operations;

Be of use to an individual or group planning a criminal or etherintentional unauthorized
act that could cause significant damage at a facility with nuclear or other radioactive
material, or during the transport of such material.

-1-6. The above classification levels can be applied to ensure the control of sensitive auclear«

information_relating to the nuclear security regime, with consideration given to how the
unauthorized disclosure of such information could assist a potential adversary in the following
tasks:

(a) Selecting a target for an act of theft; or sabotage of nuclear or other radioactive material or

associated facilities.

(b) Planning or committing an act of theft or sabotage of nuclear or other radioactive material
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(i) Design of security systems or specific vital equipment;

(ii) Building plans;

(iii) Methods and procedures for the transfer, accountability and handling of nuclear eranfi
other radioactive material;

(iv) Security plans, procedures and capabilities;

(v) Existing vulnerabilities of the security systems and computer based systems
not-ehiminated-yet-and-are-documented afterin audits, inspections;-exerecises—ete_an
drills, which have not yet been eliminated.

(c) Measuring the success of an act of theft or sabotage of nuclear or other radioactive material
or associated facilities by assessing the actual or hypothetical consequences of the sabotage
of specific vital equipment or facilities.

(d) Ilegally producing an improvised nuclear device, a radiological dispersal device or a
radiation exposure device using the following:

(i) Design information-useful-in-developing-a-device; |
(ii) Location of material needed to manufacture a device;
(iii) Location of a nuclear weapon.

(e) Dispersing nuclear or other radioactive material in the environment using information on

the location, form and quantity of ruclearerotherradioactivesuch material.

(f) Planning attacks to compromise the integrity and availability of information and
information assets critical to nuclear security, through the following actions:

(i) Breaching the integrity of sensitive information assets, leading to misinformation or
misdirection in nuclear operations, nuclear safety and nuclear security-;

(ii) Disrupting the availability of sensitive information or sensitive information assets;
hindering used for effective response or control in nuclear security events:;

(iii) Compromising communication channels or computer networks that have an effect on
the coordination and management of nuclear security measures, contingency operations
and emergency response actions.

(iv) Modifying or obstructing access to sensitive information regarding the safe and secure
transport of nuclear erand other radioactive materialsmaterial, its use or storage.
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Annex I1

EXAMPLES OF SENSITIVE INFORMATION RELEVANT TO NUCLEAR
SECURITY

11-1. This Annex H-provides an-example—of-what-mayexamples of information relevant to
nuclear security that might be considered sensitive—information—Fhe, Each State is—te
deeidedecides the exact level of classification to be applied to each item of information, or
produceproduces guidance within the information security policy framework to-delegateon
delegating this decision to regulated entities. Table 11-1 ineludespresents examples of sensitive
information categories and identifies the sensitivity issues associated with this-rfermationeach

category.

11-2. The categories of information presented in Table 11-1 are not intended as a comprehensive
list or model-and; they are simply indicative of what might be considered sensitive information.
The relevance of these-categorieseach category and theirits potential inclusion in a national
tableclassification system are to be decided on the basis of a specific assessment by the State.

11-3. The whole table is split into 15 sections, each corresponding to a different area relevant
to nuclear security. The first column of the table indicates the category of information and lists
types of |nformat|on that are |ncluded in each category—dmded—by—header—m&—rep#esenuﬂg

it—. The second column gives references that indicate

to which specific topic this category is usually applicable, as follows:

(a) Nuclear material and nuclear facilities: IAEA Nuclear Security Series No. 13, Nuclear
Security Recommendations on Physical Protection of Nuclear Material and Nuclear
Facilities (INFCIRC/225/Revision 5) [11-1];

(b) Other radioactive material and associated facilities: IAEA Nuclear Security Series No.
14, Nuclear Security Recommendations on Radioactive Material and Associated
Facilities [11-2];

(c) Detection of and response to material outside of regulatory control: IAEA Nuclear
Security Series No. 15, Nuclear Security Recommendations on Nuclear and Other
Radioactive Material out of Regulatory Control [I1-3];

(d) A combination of the above.

The third column indicates what kind of sensitivity this information could be considered to have
(i.e. in terms of its confidentiality, integrity or availability), if any. The fourth column provides
an explanation for the sensitivity indicated in the previous column and the rationale for securing
the information.

I1-4. The identification of whetheran-ttem-is-sensitive;sensitivity given in the third column,
and the explanatlon and the-rationale given in the fourth column are provided as non-exhaustive
examples only.®. For most scenaries,—in—each—row—in—Table—H-lcategories of sensitive
information, a combination of confidentiality, integrity and availability wiHsensitivities apply-

3 The availability of all sensitive information may be important to legitimate business operations. Similarly,
the integrity of most information is necessary for effective decision- making. The confidentiality, integrity; or
availability attributes listed in the third column represent ren-exhaustive-exampleexamples of security concerns
relevant to nuclear security-for-each-item-from-produced-from-expert-opinion.. Other attributes, explanations; and
rationales wilimay apply, depending on the specific context, implementation; and use case among other factors.
These will be-differentbetweenvary among regulated entities.
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an—mest—eases even if only one or two are specmed in the tablemm#es—a—smgte—sensmwtyt

cateqorles may address aspects of computer security, detalled qmdance on computer security is

provided in IAEA Nuclear Security Series No. 42-G and Computer Security for Nuclegr
Security [I1-4] and IAEA Nuclear Security Series No. 17-T (Rev. 1), Computer Securit
Techniques for Nuclear Facilities [11-5].

11-5. ta-terms-efWhen designating the designationsensitivity of information as-sensitive-angl
the—assignment—of—a—potentialassigning classification level, the State eanmight give
conS|derat|on to whether the |nformat|0n that—has—alteady—appearedls in the public domain-gr
en_or has previously beep
comgromlsed It might be |mpract|cal to assign and manage a classification level for such
information.

11-6. Consideration could also be given to designating non-sensitive information as sensitive if
it can be used-to-reveal-sensitive-information-when-i-is-combined with other non-sensitiv
information to reveal sensitive information.
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TABLE I1-1. EXAMPLES OF SENSITIVE INFORMATION RELEVANT TO NUCLEAR SECURITY

Category of information

References

Sensitivity

Seenario-and-rationaleExplanation for sensitivity

1. SECURITY OF MATERIAL AND FACILITIES

1.1. Regulations and guidance

A. National security regulations governing the use of
nuclear material-orand other radioactive material

B. Guidance feron such regulations, issued by the
competent authority or other government agency

1.2. National nuclear security policies

A. General government policies on matters involving
nuclear material-orand other radioactive material

B. Detailed policy covering specific security topics

1.3. Facility security plan
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[1-11, -
2], [1-3]

[n-11, (-
2], [11-3]

[11-1], [11-2]

[1-11, -
2], [1-3]

[1-1], [11-2]

Not sensitive

Confidentiality

Not sensitive

Confidentiality

Confidentiality

Such information is typically published-in the public domain.

While not all such guidance is sensitive, a—decument-of-this
natureit could contain details of standards, types of equipment
te-be-used, procedures and security operations at a nuclear
facility. Such details could be of use to adversaries planning a
criminal or ether-intentional unauthorized act.

Such information is typically in the public domain.

The policy might give an indication of the sort of obstacles that
adversaries could face, allowing them to plan the acquisition of
more detailed information.

These—plansThe plan typically ecentaincontains detailed
descriptions of the security measures in place at athe site and



1.4. Security reports

A. Reports from security surveys, inspections and
assessments, and other reports on physical protection
or technical security measures used at a site or facility

[n-11, [11-2] Confidentiality

B. Reports describing critical features and/or
highlighting the need for security improvements,
including at vital areas (if applicable)

[1n-11, [11-2] Confidentiality

C. Results of security investigations at a site or facility,
including those into leaks and losses of sensitive
information

[1-1], [1-2] Integrity

D. Reports describing vulnerabilities of the security

management system and consequences of failure (-11, (n-2] Confidentiality

1.5. Construction details

A. Details concerning the construction and layout of
locations in which material could be stored or
processed, including drawings or plans stored on any

[1-1], [1-2] Confidentiality

precise details of where material is stored within the site. For
nuclear facilities, such plans weuld-also contain details of other
areas essential to the operation of the site.

Access to these reports could provide adversaries with details
on the location of material, the measures taken to protect
material and any assessed vulnerabilities, thus assisting
adversaries in avoidingbypassing security measures and
controls.

Information of this nature could be of use to adversaries wishing
to aveidbypass security measures and could assist them in the
targeting a facility.

An insider could seek to modify such investigation data. This
modification could lead to incorrect conclusions, potentially
exonerating the actual perpetrator of a security incident and
allowing further undetected intrusions or data losses.

Information of this nature could be useful to adversaries
wishing to bypass security arrangementsmeasures.

Detailed information about the physical layout, security
features, and storage locations could be leveraged by malicious
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medium (e.g. hard copy, electronic files), showing
features of physical protection relevant to the
prevention of criminal or ether-intentional
unauthorized acts

. Details of construction of vital areas at nuclear power

plants and other nuclear facilities

1.6. Physical protection systems

A. The computer programcode providing the correct

functionality to any computer based physical
protection measures in use (e.g. alarms, surveillance
cameras, access controls)

. The types and locations of intrusion detection system

sensors and the associated surveillance cameras,
including circuit diagrams, the location of critical
power supplies, cable runs, and maintenance and
testing programmes for this equipment

-1

(-1, (-
2], [11-3]

[n-11, [11-2]

1.7. Details of automated access control systems, including [I1-1], [11-2]
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the location of computer servers and backup servers and
their power supplies

Confidentiality

Availability

Confidentiality

Confidentiality

actors to identify potential vulnerabilities in the
faeility'sfacility’s security system or otherwise aid in planning
an attack.

Information of this nature eancould help adversaries to
aveidbypass security arrangementsmeasures and could possibly
assist them in the-targeting a facility for sabotage purposes.

If the availability of the computer code for physical protection
systems is compromised, potentially through a cyber-attack or
system failure, these security measures could become non-
functional. The unavailability of such functions eancould leave
sensitive areas vulnerable to unauthorized access or to criminal
or-other intentional unauthorized acts, since surveillance, access
control and alarms would not operate as intended to detect or
prevent such activities.

Any details of this nature weuldcould be of use to adversaries
who wishedwish to defeat the security systems at a facility.

Either insiders or external adversaries could use these details to
understand limitations in the access control systems or used-in

preparation-ofto prepare for an attack against the system itself.




1.8. Detailed protocols for issuing, receiving and managing [II-1], [11-2]

material stock; lists of personnel authorized to access key
storage areas; and strategies implemented for continuous
monitoring and security of these locations

1.9. General maps showing the position and limits of a facility
but without detail of what is contained within the facility

1.10. Other matters associated with physical protection (e.g.
location, set-up—manninglayout, staffing and equipment
atof the central alarm station; location of the secondary
alarm station; type of inner area barrier)

Confidentiality

An insider might modify the protocols or the hstlists of
authorized personnel inthesecurity-procedures—Such-tampering
could-lead-toto obtain unauthorized access to sensitive material;
with-the. Such changes petentialhy—geingmight go unnoticed
given-the—perceived-legitimacy—ofif the modified records_are

perceived as legitimate.

Such maps are freely available on online mapping applications;

: | I, ion.

Details of this nature weuldcould be of great use to an
adversaryadversaries who wishedwish to defeat the security
systems at nuclear facilities.

2. INFORMATION RELATING TO THE QUANTITY AND FORM OF MATERIAL

2.1. Information about the quantity, type and form of nuclear [lI-1]. [I1-2]

material-and other radioactive material; (e.g. sources that
have been received or are being held in specified
locations, including the exact locations where spent fuel
is held)

2.2. Throughput, including nominal capacity, actual
throughput and historical data on the throughput of a
facility under IAEA safeguards

An insider could modify such records—which-provide-specific

modifications—could_to misrepresent the actual quantities or
types of nuclear material stored, and potentially facilitate the
unauthorized removal or diversion of nuclear material.

Such information, particularly for nuclear power plants, is often
in the public domain.




2.3. Inventories, either national or local, of other radioactive
material (e.g. disused material), including the quantity,
type, form and exact location of this material

[1-2]

Confidentiality

This type of information could be of use to adversaries when
choosing targets to attack in order to steal radioactive material.
Consideration could be given to whether any of the information
on these inventories is publicly available—concerning—such
inventories.. Not all such information is necessarily considered
sensitive—Risk; risk informed processes wilican help determine
whether something is to be designated as “sensitive’sensitive.

3. MATERIAL IN TRANSPORT (INCLUDING MOVEMENT WITHIN A SITE)

3.1. Transport security plans for nuclear material classified as
Category I, Il and Ill. These plans could include transit
routes, times and security measures in place for transport.

3.2. High security vehicles

A. Visual access to the interior of the vehicle and cargo
compartment

B. Physical security features of vehicle design and
construction

C. Design and function of alarms, immobilization
devices and key designs for special locks
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-1

[1-1]

[h-1]

[1-1]

Confidentiality,
Availabilityavailability

Confidentiality

Confidentiality

Confidentiality

cideniali

A disruption in the availability of accurate and up to date
information on the movement of nuclear material earcould
severely compromise security protocols. The inability to access
or verify these details in real time could hinder the effective
monitoring and protection of material during transit, increasing
the risk of theft or sabotage-, particularly if details of the
security plans are known to an adversary.

HighAs high security vehicles are vehicles-specially designed
to securely transport nuclear material-—High-security—vehicles
carry-beth-the-nuclearmaterial-and, this information ef-the-type
listed-in-the-column-to-the left (see-3.2-A-to-E)-which-could be
of use to an adversary planning an-attempt-to steal or sabotage
nuclear material in transport.



E-D. Vehielelntegrated vehicle tracking system-ifitted
to-the-high-security-vehicles; system performance and

communications systems

3.3. Nuclear material transport containers

A. Level of resistance to the-attack (i.e. by various
means) of transport containers

B. Specifications and design data on transport containers

C. Information on the design of specific transport
containers (specially protected containers)

3.4. Transport packages: Information on the design of
transport packages

3.5. Information on the movement of other radioactive
material

[1-1]

[1-1]

[1-1]

[1-1]

-1

[n-2]

Confidentiality, integrity
availability

Confidentiality

Not sensitive

Confidentiality

Not sensitive

Confidentiality

This information eancould be useful to an adversary planning a
sabotage attack with the aim of releasing nuclear material, or
planning the theft of nuclear material during transport.

Information on the design of transport containers, without
identification of construction details, is eften—available
ontypically in the internetpublic domain.

This information eancould be useful to an adversary planning a
sabotage attack with the aim of releasing nuclear material, or
planning the theft of thenuclear material during transport.

Information on the design of transport packages, without
identification of construction details, is typically in the public
domain.

This type of information, particularly if concerned with the
transport of high activity radiation sources, could be of use to
adversaries in planning the theft of other radioactive material.

4. 1T SYSTEMS AND COMPUTER SYSTEMS IMPORTANT TO SECURITY AND SAFETY




4.1. Details of IT systems used to store and process sensitive
information, including the systems used for security
purposes and system architecture, details of computer
security measures employed and location of backup media

4.2. Computer based access control, intrusion detection
systems, alarm monitoring systems, assessment and
surveillance systems and other security functions and
devices; and information on the location of backup
hardware and software

4.3. Information relating to or processed by safety related
systems or computer systems important to safety,
including the locations, functions, upgrade routes, power
supply and backup

[n-11, [11-2]

[1-11, -
2], [1-3]

[11-1], [11-2]

Confidentiality

Availability

Integrity

This type of information could be used by an adversary to attack
the regulated entity, or could provide an adversary with access
to the system, allowing the adversary to compromise the
sensitive information and affect the performance of functions
relevant to nuclear security.

If the availability of these computer based systems is disrupted,
it could significantly impair nuclear security functions. Inability
to access information on the location and specifics of backup
hardware and software could hinder effective recovery and
response in the event of a system compromise or failure.

Such safety related systems have control and operational
monitoring functions. SwueeessfulThe compromise of these
systems could enable an adversary to disrupt the operation of a
facility, at-a-minimum;—and-to-disruptin the systemsin-a-way
that—teadsworst case, leading to the release of radioactive
material atworst-[11-54][11-65].

5. GUARD FORCES AND RESPONSE FORCES

5.1. Guard force at a facility

A. Overall-establishmentExistence of thea guard force and
the current capabilities of the force
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[n-1]

Not sensitive

Publicizing—theThe existence of a guard force ecanis often
publicized to reassure the public and potentially act as a
deterrent.



B. EstablishmentExistence of guard forceforces and their

current capabilities at - individual sites [1-1] Confidentiality Information of this nature could be of use to an adversary when
I planning an incursion into a nuclear site for the purpose of
C. NL_meer of personnel on shift at a site during different [1-1] Confidentiality sabotage or theft. ThistypeThe compromise of this information
shifts could undermine the capability of guard forces to effectively
respond to an attack.
D. Weapons and other special equipment available to the . -
guard force, and the number of trained users of (-1] Confidentiality
firearms in the guard force for individual sites AnyThis information-that could help an adversary to estimate in
E. Response force location, capabilities, weapons, [1-1] Confidentialit advance the scale of response and the capabilities available in a
special response vehicles and hours on duty at a site y tactical operational unit-are-to-be secured-against disclosure.,
F. Deployment plans I1-1 Confidentialit
y
5.2. Escorts for nuclear material movements
A. Deployment and capabilities of the escort [1-1] Confidentiality This information could be of use to an adversary planning to
attack a convoy.
B. Radio frequencies in use to enable communication . . . .
[1n-1] Integrity Such information could be used by an adversary to tamper with,

with a response force or local police forces

or falsify, radio frequencies, preventing timely contact with
response forces or police and hindering effective coordination
during response operations.

6. NUCLEAR MATERIAL ACCOUNTING AND CONTROL

6.1. Description
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A. Statements concerning general material accounting
principles

B. Design information questionnaire, and the description;
and the-location of material balance areas and key
measurement points

C. Forms concerning physical and chemical material
measurements at key measurement points
6.2. Measurements and instrumentation data
A. Precision and accuracy of standard laboratory
techniques

B. Data that reveal the sensitivity of measurements or the
alarm limits for material unaccounted for at a
particular nuclear facility

6.3. Nuclear material flow and inventory data stored on IT
systems, in hard copy, or inon any other form of storage
medium

6.4. Material unaccounted for

A. Annual material unaccounted for figures for a site
which does not reveal the material balance area concerned
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[1-1]

[1-1]

[1-1]

[1-1]

-1

-1

[11-1]

Not sensitive

Confidentiality

Confidentiality

Not sensitive

Confidentiality

Integrity

Not sensitive

General principles of this type existare in the public domain.

Such detailed information on the location and quantities of
nuclear material could be of use to an adversary planning a
criminal or ether-intentional unauthorized act.

This information is often in the public domain.

Precision and accuracy data relating to actual or typical
measurements at sites, whether aggregated or disaggregated,
could be of use to an adversary planning the theft of material.

An insider might modify the nuclear material flow or inventory
data, misrepresenting the actual movement or stock of nuclear
material, which could lead to undetected diversion or
misplacement.

In many States, aggregated, annual material unaccounted for
figures are-ercan-be; published in the public domain.



B. Material unaccounted for in material balance areas
or key measurement points

C. Details of investigations into particular material
unaccounted for, unless formally approved for
release

D. Limit of error for material unaccounted for or other
specific indications concerning the uncertainty of
material unaccounted for figures

[1-1]

[1-1]

[1-1]

Availability

Confidentiality

Integrity

Unavailability of material-unaceounted-for-datathese figures for
particular material balance areas or key measurement points
eancould hamper accurate nuclear material accounting.

Disclosure of investigation details could affectcompromise the
investigative process, potentially revealing—detats—teallowing
perpetrators whe—mayto modify their tactics, techniques and
procedures.

ModificationsThe modification of limits of error or uncertainty
indicators could hide actual discrepancies in nuclear material
accounting.

7. APPLICATIONS FOR HECENSINGLICENCES AND PERMISSIONS

7.1 Applications for licensing and permissions for the use of
nuclear and other radioactive materials.

+XA. Applications forticensing—and—permissions—without [I1-1], [11-2]

detailed information on security and safety measures;-ane-the
Basnmamasbe g cam i L

Not sensitive

The content of such applications wit-varyvaries depending on
the legal and regulatory framework, and the specific end use—
applications-contain_of the material. Consideration is focused
on whether they include sensitive information that-could-be-of
sewpteiserelaed 1o cpndismap cthe soalientiop cerlea be
treated—as—sensitive—informationnuclear security and its
interfaces with nuclear safety.
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#2B. Applications for leensinglicences and permissions
containing detailed information on security measures; and on
the type, form and quantity of nuclear or other radioactive
material

[11-1], [11-2]

Confidentiality

applications contain sensitive information that could be of
potential use to an adversary, the application is also to be treated
as sensitive information.

8. SAFETY CASES, ENGINEERING BOCUMENTS-AND-INFORMATION, OTHER INFORMATION ON SAFETY-ENVARONMENTALINFORMATION AND
THE ENVIRONMENT

8.1. Safety cases

A. Details of potential hazards or other information
that could be used to evaluate the impact of
radioactive releases, or details on the impacts of
radioactive releases

B. Details concerning the strengths and weaknesses of
processes, structures and protection systems
designed to contain, control or secure nuclear
material-erand other radioactive material

C. Information regarding access control to the nuclear
material production process, encompassing both
physical security measures and protocols for the
removal of material and for control and monitoring.

[11-1], [11-2]

(-], [11-2]

[11-1], [11-2]

Confidentiality

Confidentiality

Integrity

While some information concerning safety cases could be made
public for transparency, other information could be considered
sensitive if relating to nuclear security and its interfaces with
nuclear safety (e.g. the-protection against sabotage of nuclear
safety functions).

The-type-of detailed information contained in safety cases could
be useful to adversaries, for example for selecting targets and
planning attacks.

Tampering with access control information could facilitate
unauthorized entry or removal of material, compromising the
integrity of the production process.

9. CONTINGENCY PLANS, SECURITY RESPONSE PLANS AND EXERCISES
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9.1. Response and contingency

A. Existence of a security response plan and a

contingency plan [n-1], [n-2]
B. Detailed content of a security response plan and a (1-1], [11-2]
contingency plan )
9.2. Communication channel established between a technical [11-1]

support centre and the control room in an emergency

5 ) . . . ied [H-1][11-2]

9.43. Exercises

Not sensitive

Confidentiality, availability

Confidentiality, integrity,

availability

Publicizing-the existence of such plans eanis often publicized to
reassure the public and potentially act as a deterrent.

Details from the plans could indicate the capabilities,
limitations and response times, and could therefore be useful to
an adversary in planning a-deliberate—attack-an attack. The
inaccessibility of such plans can lead to disorganized and
ineffective responses in actual security incidents.

A compromise of the communication channel could disrupt
effective coordination, inform adversaries of response actions,
create misinformation, and potentially impact timely decision-
making in mitigating the consequences of-an-emergency severe
emergency conditions. Secure and reliable communications

would contribute to preventing this fH-4}.-(more information is
provided in Ref. [11-6]).
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A. Information eoncerningon security exercises that
are to be undertaken; or that-have already been
undertaken

[1-1], [1-2] Not sensitive

B. Details of security exercises at a site, including the
scenario, information on aspects of the security plan
that are being tested, whether a response force will
be involved and the results of the exercise

[11-1], [11-2] Confidentiality,

C. Details of safety exercises (-], [11-2] Not sensitive

Publicizingthe-existenceThe conduct of security exercises eanis
often publicized to reassure the public, provided that the level
of detail (e.g. date, time, location of a future exercise) would not
assist an adversary in-the-conduct-ofto plan an attack.

This information could provide adversaries with information on
the nature, size and capabilities of the response force,
information on the time needed to respond, details of the
response—foree—armamentsweapons used and the—nature—of
tactics employed by the response force.

Safety exercises are often run in an open and transparent
manner. They can typically be considered non-sensitive as long
as they do not reveal detailed information on security measures.

10. PERSONAL INFORMATION

10.1. Personal information

A. Information from trustworthiness determinations [1-1], [1-2] litegrity

B. Information in personnel files [1-1], [1-2] Confidentiality

Modification of trustworthiness check data could lead to
unauthorized individuals gaining access to sensitive areas or
information, which could pose a security threat.

Most national privacy regulations-will mandate the protection
of this type of information as it can be used for blackmail or
extortion purposes, thiswhich could-alse, in turn, lead to a
compromise of nuclear security.
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11. RADIOACTIVE WASTE INVENTORY

11.1. Information on radioactive waste

A

General information about inventories that does not

contain any details that could be exploited (e.g. er (-1] Not sensitive
the-fact-thatsites where waste is stored-at-a
particular-site;-or-on, aggregated quantities of waste
; o io6)
Information that could be used in a criminal or ether [1-1] Confidentiality

intentional unauthorized act or could enable
identification of the radioactive waste held in a
specific building at a facility and the-material-held
in-the-buildingany associated security measures.

Such information is generally in the public domain and does not
deseribe-theprovide specifics that could be useful to potential
adversaries.

Such information could be useful to adversaries planning theft
or sabotage.

12. DECOMMISSIONING

12.1. Plans to decommission a nuclear facility [1-1] Not sensitive
12.2. Waste from decommissioning
A. Information that a sterefacility for the treatment and .
storage of waste and contaminated material arising (-1}, [-2] Not sensitive
from processing activities during decommissioning
is to be built, and its location.
B. Details enof the construction; and security measures [1-1], [11-2] Confidentiality

of the facility and the quantity or type of material

that is to be processed and stored in-faciities-{i-e-

new-build) for the treatment and storage of waste
- .

. issioninathere

Plans to decommission facilities are often publicly announced.

This information is often in the public domain.

This information eancould provide useful information to
adversaries who are targeting facilities for theft or sabotage.
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13. THREAT ASSESSMENTS AND INFORMATION ON SECURITY ALERTS

13.1. Threat assessments issued by the State, national security [I1-1], [11-2]
authorities or other competent authorities

Confidentiality

13.2. Details of the design basis threat [1-1]

Confidentiality

13.3. Details en-aof vital area identification study [1-1] Confidentiality

13.4. A-security-alertthat-eould-beSecurity alerts in place and  [l11-1], [lI-
for-any changes to-the state of alert 2], [1-3]

Confidentiality,
integrity

A breach of such information could lead to the discovery and
compromise of intelligence sources and methods, which could
be a significant setback for national security operations and
intelligence capabilities supporting nuclear security.

If adversaries are-aware-of-the-required-effectiveness-efknow

how effective security measures need to be from the design
basis threat, they can prepare to overcome or bypass themthese
measures, rendering physical protection defences-less effective.

Understanding—where—Knowing the vital areas of a facility
oridentified by the competent authority has-identified-vital-areas

could allow adversaries to infer where security is weaker and
identify alternative-points of exploitation.

A-An adversary could falsely elevatedelevate a security alert
could—result, resulting in the unnecessary deployment of
security resources away from anthe adversary’s intended target
and redueea reduction in the effectiveness of physical
protection.

14. NUCLEAR TECHNOLOGY
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14.1. Real-time operational data and process control system [1-1] Integrity Compromised integrity of process control  system
configurations abseutrelating to the production or configurations could lead to equipment operating outside safe
processing of nuclear material parameters, causing equipment failure and loss of process

availability, or creating potentially hazardous conditions.

14.2. Designs of new technologies submitted for licensing [1-1] Confidentiality Sensitive elements of designs of new technologies could enable
(e.g. advanced reactors) adversaries to develop advanced methods to compromise

systems, leading to a functional impact on the facility.

14.3. Detailed information that would assist in the [11-2] Confidentiality Information—onAdversaries could use this information to
disassembly of nuclear or radioactive devices to gain calculate precise disassembly times could-aHow-an-adversaryin
access to sources;or would-otherwise assist in-defeating order to timeplan an attack so that it coincides with periods of
security measures lower defence readiness, or to exploit gaps in surveillance in

physical protection functions.

14.4. Vulnerability studies of technology designs [1-11, [1- Confidentiality Access to the-content-of confidential-vulnerabilitysuch studies

2], [11-3] could-direethy assist adversaries in identifying and exploiting

weaknesses within technology designs, leading to targeted
attacks that could contribute to a nuclear security event.

15. HISTORICAL INFORMATION FOR THE ABOVE TOPICS

15.1. HistoricalSensitive information that dates back some
time but is still of current relevance-thatisstitbsensitive

[n-11, (-
2], [11-3]

Confidentiality

Information of this nature;-although-dated; could still be of use
to adversaries.
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Annex I
INFORMATION SECURITY TRAINING PROGRAMME

I11-1.  This Annex-tH provides example elements ferof an information security tralnlng programme-
that could be conducted at a regulated entity. When deciding the content of

awareness-such a programme, athe regulated entity can consider the relevance of the topics and methods
highlighted in this arrexAnnex and develop athe programme accordingly.

11-2. Mamtarnmg a robust awareness of securlty isa cruual foundatlon for ef‘fectlve nuclear securlty

Securlty Serles No 7 Nuclear Securrty Culture [m-1], provrdes a—mere—m—dep&h—uﬂderstandmg
efguidance on this subject.

I11-3.  SeeurityInformation security training can be broadly divided into the following four types:

{H(a) Awareness training that-inereases-awareness-ofon threats and vulnerabilities, and-recognition<

of the need to protect information and information assets, as well as the need to ensure the correct
performance of functions.

{2)(b) Specific training that-dehves-intoon particular security facetsaspects applicable to all personnel,
such as protocols for handling sensitive information, identifying compromised information; and
identifying reporting procedures, and procedures for managing information security incidents.

£3)(c) Professional training that-typicathy—effersproviding in depth technical knowledge tailored to
individuals in specialized roles—Personnel—conecerned—eeould—include, such as administrators,
information system developers, security personnel, and those involved in the classification and
declassification of information.

{43(d) Specialized security training that provides focused, advanced level instruction, primarily for
those in managerial or supervisory roles overseeing the information security management system
or large collections of sensitive information. This training encompasses areas such as risk
management, prevention of incidents, and response strategies.

INFORMATON-SECURHY-AWARENESSTRAINING

I11-4.  The information security awareness training could include eentent-to-raise-awareness-en-the
following topics:

(a) Overview of the national security infrastructure;.

(b) Different aspects of information security and why they are important to nuclear securitys.
(c) The national classification system: for information.

(d) Cerrectuse-of-markings-efMarkings to indicate the classification of information:.

(e) Practical examples of applying information security procedures as part of the tasks thatundertaken
by personnel-reed-to-undertake;.

(f) Actions to be taken if a breach of information security is suspected or discovered, including
relevant steps of the incident response plan or other applicable procedure;.

(g) Seewrity-Information security principles, for example granting access to sensitive information on
the-basis-efthe-a ‘need to know’ prineiple;basis.

(h) Current risks to information security in relation to deliberate actions resutting-fromby any of the
following:

(i) Hostile intelligence services in respect of espionage;
(ii) Subversive organizations;
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(iii) Other individuals and groups, such as information brokers and investigative journalists
seeking to gain unauthorized access to sensitive information or to nuclear sites and facilities;
(iv) Insider adversaries.
H(v) Contemporary extremist factions or adversary organizations planning sabotage;. «
(1) The risks and consequences of internal loss or leaks of sensitive information, perhapseither throug
inadvertent behaviour or te-intentionally eause—harm,—for-example—deliberate—betrayal(e.g. fq
political metives-or to-assist-with-terrorist actions:motives).
(1) Conduct or activities likely to help potential adversaries or increase the risk of compromise_df
sensitive information, including the following:
(i) Vulnerable-behaviour-such-as-casualCasual attitudes to security or careless discussions;
(1i) YnwittiagVulnerable behaviour that can attract the attention of hestile—agencies;
alengadversaries (e.g. engaging in activities that could lead to blackmail);
{#) Along with the precautions that need to be taken_by personnel in everyday activities, fgre
example, in social approaches, travel, correspondence and acquaintances.
(k) Information on ongoing security events or new approaches being used by hestilp
agenetesadversaries, which need to be disseminated rapidly within the organization:.
(1) Emphasisen-theThe need to immediately report all suspicious circumstances and potentig
compromises of information, perceived weaknesses in security procedures or wHnerablecareles
behaviour apparent in colleagues. The means of reporting in confidence would have to be mad
widely known:.

(M) Infermation-on—recognizing-theThe importance of protection of information and seamlessh

integrating-the integration of this recegnitienprotection into the daily responsibilities of every
wserindividual under the information security management systems.

{e)(n) The effect of national laws and regulations and-theirelevance-te-individuals forexampletaws
governing(e.q. on secrecy, anti-terrorism, security, data protection and freedom of information;{
and their relevance to individuals, as well as the sanctions—and-—punishmentpenalties for th
transgression of laws:.

{p}(0) The effect of aggregation of information, potentially increasing the sensitivity level and
reguiringnecessitating enhanced protection measuress.

{&}(p) An explanation of why computer security measures must continuously evolve and adapt to
address emerging vulnerabilities and attack methods, which often develop more rapidly than the
underlying technology;.

H(a) An-explanation-of-the-levelsLevels of security clearance; how trustworthiness determinatio
are earried-out:conducted and why they are necessary in the nuclear and radiation industry;
which-levels of access relate-togranted for particular clearance and trustworthiness levels, as well

as how this—relates—to-the-to-the-seeurityrisks-mentioned-abeve;trustworthiness determination

relate to protecting nuclear and other radioactive material.
{s)(r) _ Scenarios that demonstrate compromises of the confidentiality, integrity and availability gf
information, with a particular focus on integrity and availability, both of which are generally less
understood;-threugh. Examples of possible scenarios include the following:

(i) Unauthorized disclosure —a-breach(compromise of confidentiality-);

(ii) Denial of use (e.g. preventing an organization from having access to information when
needed) or destruction of information —a-breach(compromise of availability;);

(iii) Unauthorized modification of or interference with information —a-breach(compromise df
integrity-).
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OPPORTUNITIES TO PROWBERAISE AWARENESS OF INFORMATION SECURIT
FRAINING-AND-ASSURANGE
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I11-5.  The erganizatienregulated entity could integrate information security considerations into the
personnel and contractor onboarding process, including the following:

(a) Introductory security briefing: Fhis-is-a-one-heurA short session led by the team responsible for
information security within the erganizationregulated entity, emphasizing the importance of
security. This briefing can also guide personnel on where to find security procedures, how to seek
further advice and how to report information security incidents.

Manager-led security orientation: This includes on-the-job training, where managers provide
guidance on security related topics, contextualize the potential impacts of a compromise of sensitive
information, and highlight the importance of information security and of identifying and reporting
information security incidents. This approach ensures that security awareness is integrated into
daily work practices and the team culture.

(c) Mandatory online security training: All new personnel are asked to complete a computer based
training module on general security principles within the first month of their contract. This training
weuld-eovercovers foundational security concepts and organizational security policies, and it-needs
te—beis designed to assist individuals in developing their intuition and experience_in detecting
compromised information.

I11-6. The erganizationregulated entity could establish periodic seeurityrefresher training and
awareness-during-contractwork-eeuld-retudeoutreach, such as the following:

(a) Annual security awareness training: AOne major yearhy—tratring-session per year focusing on
speeifiecurrent security topics Fe#evam—te—that—yeai;whieh—have—been—seleeted—ewthe—basrs—ef
analysis—efrelating to recent internal or external security incidents,
implementation-ef-new systems or policy updates.

Regular security updates: Smater—frequent-updates-threughFrequent circulation of internal news
articles or bulletins on relevant security topics, in particularly—en external security events or
emerging threats.

(c) Organization-wide security drills: Periodic practical security tests for all personnel-—Fhese-tests-or

drills-include-, including ‘red team?’ exercises, social engineering tests or phishing simulations to

assess and enhance the erganization'sorganization’s security readiness. Such tests or drills may be

conducted at irregular intervals to maintain an element of surprise, thereby preventing complacency

and encouraging personnel to remain consistently vigilant and prepared.

Targeted training based on analysis: Utilize-dataData from security tests and incident reports are

used to provide tailored training for specific departments or groups, aveiding-tesswhich can be more

effective approachesdesigned-to-targetthan targeting all audiences.

(e) Topical computer based training: Additional computer based training on specialized topics, such as
information classification, working with contractors, cross-border information sharing, computer
security, remote work guidelines, travel security, and insider threat awareness and response.

(b

~

(b

~

d

~

I11-7.  The erganizationrequlated entity could also embed information security considerations
duringinto the process-ef-personnel separation process, including:

(a) Exit interview-forfeedback:-An-exit: This interview with departing personnel can be used to gather
feedback on—the—erganization—Such—interviews—ecan—helpto identify unresolved issues or

dissatisfactionwhich that might necessitate further attention both in terms of the individual and the
organization.

2 ‘Red team’ testing involves challenging the plans, programmes, assumptions and implementation of detection
operations. This method often uses covert testing, whereby the red team serves as a surrogate adversary and attempts to
introduce a threat into the system without being detected. Effective red team testing provides an opportunity to assess which
defensive measures are working effectively, as well as which areas or processes are likely to be most vulnerable to adversary
exploitation.
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(b) Asset retrieval: Verification that at-departing personnel returrhave returned assets belonging to th
organization—Fhese—assets—eeuld—inchude, including physical items (e.g. keys, badges, mobilg
phones) erand digital assets (e.g. files, documents).

(c) Reminder of ecenfidentiality—confidentiality obligations: Emphasizing—Reminder to departinf
personnel that the confidentiality agreement they signed by-persennelremains in effect indefinitely
notwithstanding the termination of employment—\Ahere-applicableremind-personnel-of-the, an|

that there may be legal and criminal consequences ef-breachingif this agreement is breached.

(d) Cempletion-and-signing-of-standard-Signing of departure form: Asking-the-departingDepartin
personnel are asked to sign a standard form confirming that the exit interview washas bee
conducted; and all assets of the organization werehave been returned, and persennd

acknewledgeacknowledging the ongoing validity of confidentiality obligations.

-i—\_)lu IS_L_
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111-8.  In addition to an awarenessinformation security training programme, there are a number g
other methods by which security awareness messages can be transmitted by a requlated entity to if
personnel and contractors-by-an-erganization, including the following:

TN

(a) Posters to remind individuals of risks—teinformation security risks and of the principal security
controls necessary to counter such risks. The impact of posters tends to be temporary, and so it is
important to ensure that they are both prominently displayed and frequently changed.

(b) Stickers to remind personnel of their personal responsibility for the-maintenance—ofmaintaininf
security when using specific items of equipment.

(c) Security reminder roeticespop-ups during the start up {beet)-phase of a computer system, which th
user has to acknowledge having read before the-computerwill-aHow-the-userbeing allowed to lo
in to the system. Systems can also record such acknowledgements so that a user cannot deny having
seen the notice.

(d) Security notices,—buHetins—and—cireulars—drafted circulated physically or digitally by securit
management to remind personnel of certain security rules, for example, e~to counter possibl
complacency.

(e) Awareness raising initiatives focusing on instances-of breaches-real cases of security breaches anfi
the lessons that can be identified.

(f) WarningWarnings to personnel of specific or topical risks to security, and previdingprovision df
guidance to counter these risks.
(9) Regular and-periodic-teststesting of the security knowledge of personnel.

(h) Use of the organization’s intranet site as—a—valuable—toolfor—conveyingto convey ar
prometingpromote the overall security message-tnder, on the condition that the nature and th
sensitivity of the material remain within the accredited level of classification for the network.

I11-9.  An organization can sigrificantly—strengthenenhance its information security trainin
programme by feveragingutilizing the common principles that-exist-in-the-everlap-shared between th|
safety and security domains. These sharedoverlapping principles aHew-forenable mutual reinforcemen
in training—fer—beth—safety, making it easier to convey and seeurity,—and—can—supperteffectivel]

conveying-and-equatingequate fundamental concepts_effectively. In establishing such training, th
following need to be taken into account:

A —+\(Du.z

(a) JLeadership and management play a pivotal role in establishing clear safety and securit
expectations and demonstrating exemplary behaviour.

(b) Employees sheuldneed to be aware of the real risks associated with safety and security incidents,
including their consequences, vrderseoringand of the need for proactive prevention.

(c) Itisessential for employees to be familiar with the procedures designed to avert safety and security
incidents_and to adhere to them.
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Annex IV

EXAMPLEE-MAPPING OF INFORMATION HHFECYCLELIFE CYCLE |
ACTIVITIES

IV-1. Annex—\provides—an—example—mapping—of-Section 5 presents a four-stage informatio|
feeyelelife cycle model. Table 1V-1 shows how information life cycle activities to-the—four-stag
lifeeyele-modelpresenteddescribed in Seetion-5-other publications can be mapped to this model. Whe
considering information tifeeyelelife cycle management, athe State, competent authority fq
information security; or regulated entity may censiderthese-example-mappings-asareferencepointrefd
to Table I\V-1 to understand how existing or proposed lifeeyelelife cycle activities may be considere
in the context of the four-stage model.

= = D B D

TABLE IV-1. MAPPING OF INFORMATION LHECYCLELIFE CYCLE ACTIVITIE
DESCRIBED IN OTHER PUBLICATIONS TO THE FOUR-STAGE LH-ECYCLEINFORMATION
LIFE CYCLE MODEL
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